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Konuenuus
HHpOPMALHOHHOI 0e30MacHOCTH B Ka3eHHOM o0meoGpasoBaTe1bHOM

yupexaenun XanpIT-MaHCHICKOro aBTOHOMHOIO okpyra — IOrpei
«Hsranckas mkona — HHTEPHAT 1151 00y 4aI0ILHXCSl € OrPAHHYEHHbIMH
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BBenenue

Hacrosimas Konuenmust nngopmannonHonn 6ezonacHoctu WCII[IH saBnsercs
opuIMaIbHBIM JOKYMEHTOM, B KOTOPOM OTpeJeieHa CHUCTeMa B3TJIAIOB Ha
obecnieuenre nHOOPMAITMOHHON O€30MaCHOCTH.

HeobOxomumocts paspaborkn Konuenmuu o0ycioBieHa CTPEMUTEIbHBIM
pacmperreM cepbl MPUMEHEHHUs] HOBEUITUX WH(POPMAIMOHHBIX TEXHOJIOTUN U
MpoIieccoB, npu oOpaboTke MHPOpMaIMK BOOOIE, U MEPCOHANTBHBIX JaHHBIX B
YaCTHOCTH.

Hacrosmas Konnenius onpe/ensier OCHOBHBIC 1IE/IM U 3a7a4M, a TaKKe 0OIIyI0
CTpaTErui0 TMOCTPOCHUS CUCTEMbl 3aIUTHl TepcoHaNbHBIX AaHHbIX (C3I1IH).
KoHuenmus omnpenenser OCHOBHbIE TpeOoOBaHUS W 0a30BbI€ MOAXOIb K MX
peanuzanuu, 1l JOCTHXKEHUS TpeOyeMoro ypoBHs 0€3011aCHOCTH UH(pOpMAITUH.

Konnerust pa3paboTaHa B COOTBETCTBHHM C CHUCTEMHBIM TOJXOJOM K
obecrieueHU0  MH(POPMAIIMOHHOM  OE30IaCHOCTH. CHUCTEMHBIM  TOIXON
NpeAnosaraeT  NPOBEAEHUE  KOMIUIEKCA  MEpPOINPHUATHH,  BKIHOYAOIINX
HCcCclieIOBaHUE yIpo3 HHGOPMAIMOHHONW OE301aCHOCTH U Pa3pabOTKy CHCTEMBI
3amThl  [I/IH, ¢ TO3UIMM KOMIUIEKCHOTO TMPUMEHEHUSI TEXHUYECKUX H
OpraHU3alMOHHBIX MEP U CPEACTB 3AIIUTHI.

ITon wunHbOpManmonHoi Oe3omacHocThiO IIJ[H TOHMMAaeETCs 3alIMIIICHHOCTH
NEPCOHANIBHBIX JIaHHBIX M 00padaThIBalOImIe MX HHPPACTPYKType OT JHOOBIX
CIy4YalHBIX WM 3JOHAMEPEHHBIX BO3JAEHCTBUM, PE3yJbTATOM KOTOPBIX MOKET
SIBUTBbCSI HaHECeHUe yiepba camoil mHdOpManuu, ee BiajaeiblaMm (CyObeKkTam
[11n) win undpacrpykrype. 3agaun nHGOPMAIMOHHONW O€30MACHOCTU CBOJSTCS K
MUHHMMU3AIUU yiiepOda OT BO3MOXKHOW peanu3anuu yrpo3 OesomacHoctu [1/1H, a
TaKXe K MPOTHO3UPOBAHUIO U TPEAOTBPAILICHUIO TAKUX BO3JICUCTBUH.

Konuenuus cimy>kuT OCHOBOM JIsl pa3pabOTKU KOMIUIEKCA OPraHU3allMOHHBIX U
TEXHUYECKUX Mep Mo olecredeHuto MHGOPMAIMOHHONW O€30MacHOCTH, a TaKKe
HOPMATHUBHBIX U METOJIMYECKUX JTOKYMEHTOB, 00ECIIEUUBAIOIINX €€ Pean3aluio,
U HE TMpeanoyiaraeT MOJAMEHbl (DPYHKIMH TOCyJapCTBEHHBIX OPraHoOB BIIACTU
Poccuiickori  deneparnuu, oOTBeHaOIMX 3a  OOeCleUYeHHEe OE30MaCHOCTH
UH(OPMAIMOHHBIX TEXHOJIOTUH U 3alIUTy UHPOPMAIIUU.

KoHuenuus sBiasieTcss METO10J0THYECKOl OCHOBOM J1JIA:

- (hopmMupoBaHHUS W TPOBEACHUS CAMHOW TOJUTHUKH B 00JacTH 0OecCTieUCHUS
oe3omacuoctu [11n B UCITH;

- TMIPUHATUS YIPABICHUYECKUX PEIICHUN U pa3pabOoTKH, MPAKTUUECKHX MEp TI0
BOIUIONIEHUIO TOJUTUKN Oe3zomacHoctd [IJ[H w BeIpabOTKM  KOMILIEKCa
COTJIACOBaHHBIX Mep HOPMAaTUBHO-IIPABOBOTO, TEXHOJIOTUYECKOTO u
OpraHu3allMOHHO-TEXHUYECKOTO XapaKTepa, HalpaBJICHHbIX Ha BBISBICHHUE,
OTpa)X€HUE M JUKBUAAIMIO TOCIEACTBUN peanu3alii pPa3InyHbIX BUIOB yIpo3
I1/1H;

- KOOpJMHAIIUU JI€ATEbHOCTH CTPYKTYPHBIX MOJpa3/eieHUil Ipu MPOBEACHUU
pabot mo pasButuro U sIkciyatanuu WCII[H ¢ coOmoneHremM TpeOOBaHUM
obecrieueHus 6e3onacHocTu I1/1H;



- pa3paboTKM  MPEUIOKEHUH 1O  COBEPIICHCTBOBAHUIO  IPABOBOTO,
HOPMAaTUBHOTO,  METOJHMYECKOTO,  TEXHHYECKOTO W  OPraHU3alHUOHHOTO
obecneuenus 6e3omacHoctu I11a 8 UCII/IH.

[TpaBoBoii 6a30it mns pazpabotku Hactosmeld KoHnenmuu cimyxatr TpeboBaHus
NeHCcTBYOmMUX B PoccMu 3aKOHOMATEIbHBIX M HOPMATHBHBIX JOKYMEHTOB IIO
obecrieueHnto 0€30MacHOCTH NepPCOHANBHBIX JaHHBIX ([1/1H).

1. O0mMe moJI0KeHus

Hactosiiias Konnenuus onpenenser OCHOBHBIC 1SN U 3a7a4M, a TaKXe 0OIIYI0
CTPATEruI0 MOCTPOEHUSI CUCTEMBI 3alUThI IepcoHaNbHbIX AaHHbIX (C3I1Jn) KOY
«Hsiranckas 1mkona — HWHTEpHAT Il  OOydYaromuxcsi C OrpaHUYCHHBIMU
BO3MOKHOCTSIMU 3710pOBbsi», B cooTBeTCTBUU ¢ [lepeunem MCII/IH. Konuenius
oTpeJesieT OCHOBHbIE TpeOOBaHUsSI M 0a30BbIC MOAXOABl K MX peau3aliuu, JJis
JOCTHXKEHHUS TpeOyeMOro YPOBHs 0€30IMacHOCTH HH(OPMAIIUH.

C3I1dn npencraBisieT coO00 COBOKYITHOCTh OPTAaHU3AIMOHHBIX M TEXHUYECKUX
MEpONPUATUN [T 3auThl [IJ/[H OT HEMPaBOMEPHOTO WIIM CIIyYaWHOTO JOCTYIIa K
HUM, YHUUYTOKEHUSI, U3BMEHEHHSI, OJIOKMPOBaHMUSI, KOMTMPOBAHUS, PACIIPOCTPAHEHUS
[1/1H, a TakKe MHBIX HENPABOMEPHBIX JEUCTBUN C HUMH.

be3onacHOCT MNEPCOHANBHBIX JAHHBIX JOCTUTACTCA IYTEM HMCKIIOUYCHUS
HECAHKI[MOHUPOBAHHOI'O0, B TOM YHCJIE CIYYallHOTO, JOCTyNa K MEPCOHAJIbHBIM
JAHHBIM, PE3YJbTAaTOM KOTOPOTO MOXET CTaTh YHHUYTOXKEHUE, H3MEHCHHUE,
OJIOKUpOBaHUE, KOMMPOBAHUE, PACTIPOCTPAHEHHUE MEPCOHATIBHBIX JJAHHBIX, & TAKXKE
VWHBIX HECAHKIIMOHUPOBAHHBIX JEUCTBUM.

Crpykrypa, coctaB u ocHoBHbIe QyHkiuu C3IIJIH ompenenstoTcss UCXOas U3
kiacca WCIIAn. C3IIJIH BkIO4aeT OpraHU3alMOHHBIE MEpPbl U TEXHUYECKHUE
cpeactBa  3amuThl  MHPopManuMu (B TOM  yuciae  mudpoBaibHbIC
(kpunTorpadguyeckue) CpPEACTBa, CpeAcTBa IpeaoTBPAICHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTYIAa, YTEYKU HWHGOpPMAIMM 10 TEXHUYECKUM
KaHajaM, IPOrpaMMHO-TEXHUYECKUX BO3JICUCTBUNA Ha TEXHUYECKHE CPEACTBA
obpabdotku IIJIH), a Takxke wuCHoONb3yeMble B HWH(MOOPMAIIMOHHOW CHCTEME
MH(POPMAITMOHHBIE TEXHOJOTHUH.

OTH MephI MPU3BAHBI 00CCIICYHTh:

- KOH(pUIACHIHAIBHOCT, WHGOPMAIMU (3alIUTa OT HECAHKIIMOHUPOBAHHOTO
03HAKOMJICHUS );

- IEJOCTHOCTh HH(pOpMamuu (aKTyadbHOCTh UM  HENMPOTUBOPEYHBOCTH
uH(pOpMAIMU, €€ 3alMUIIEHHOCTh OT pPa3pymICHUS W HECAHKIIMOHHPOBAHHOTO
U3MEHEHUS);

- JIOCTYNMHOCTh MH(pOpMaIuu (BO3MOXKHOCTh 3a MPUEMIIEMOE BpPEMS MOJYYHTh
TpeOdyemyto HHPOPMAITMOHHYIO YCIYTY).

Cranuu co3ganus C3I1/IH BKIIIOYAIOT:



- TPEeANpOEKTHass CTajgus, BKJIOYAIOIIas IPEANPOEKTHOE OO0CiIeI0BaHUE
NUCIIH, pa3paOoTKy TEXHHYECKOro (YacCTHOTO TEXHMYECKOTO) 3aJaHus Ha ee
CO3/IaHHE;

- cragusi mpoekTupoBaHusa (pa3paboTku mpoekToB) W peanusamuu WCIIH,
BruTrogarorias pazpadorky C3I1/1n B cocrase UCIT/IH;

- cranua BBoja B nericteue C3II/IH, BKIIrOYaromas ONbITHYIO 3KCIUTyaTalUio U
PUEMO-C/IaTOYHbIE UCTBITAHUS CPEICTB 3aIMUTHl MH(OPMAIINU, a TAKKE OLIEHKY
cootBercTBUs MCIT/IH TpeOGoBanusim 0e30macHOCTH HH(OpMAIUH.

OpraHuzaliMoHHbIE MEphl NPEAYCMATPUBAIOT CO3JaHUE U NOJJEpPKAHHE
npaBoBoil 0a3pl Oe3omacHoctu [I/IlH u pa3paboTky (BBeaeHUE B JIEWCTBHE)
npeaycMoTpeHHbix  [lonutukoit  uHpopmarmonHoit 6e3onacHoctu  UCII/H
CJIIEAYIOIINX OPraHU3alMOHHO-PACTIOPAIUTEIBHBIX JOKYMEHTOB:

- Ilnan meponpustuii mo obecneuenuto 3amuthl [[JIH mpu ux obGpaboTke B
NCIIH;

- [Inan MeponpusaTHii M0 KOHTPOJIO obecreuenus 3ammThl [1/1H;

-Uuctpykuust pesepBHoro konupoBaHusi gaHHbIx KOV «Hsranckas mikona —
UHTEPHAT JJIs1 00yUaroLUXcs ¢ OrpaHMYEHHBIMU BO3MOKHOCTSIMU 37I0POBbSI»;

- WHcTpyKuus 1O YCTaHOBKM HOBOTO, MOAM(PHUKAIMM U TEXHUYECKOMY
00CITY>KUBAaHUIO HCIIOJIb3YEMOT0 MPOrpaMMHOr0 OOECHeueHUss W anmnapaTHbIX
CPEACTB UH(POPMALIMOHHBIX CUCTEM MEPCOHATIBHBIX IaHHBIX;

-UucTpykumst mo opranm3auuu aHTuBUpycHOW 3amutbl KOV  «Hsaranckas
IIKOJIAa — HWHTEpPHAT g OOy4YaloIMXCA C OrPAHUYEHHBIMHU BO3MOKHOCTSIMU
3I0POBBSY;

-MHCTpyKIMsT 1O  OpraHu3alMd  [apoJIbHOM  3alllUThl  JOCTyNMa K
MH(OPMAILMOHHBIM PECYpPCaM, COIEPKAIINM MEPCOHATbHBIE TAaHHBIE;

-MHCTpyKIMs 1T0 BHECEHUIO N3MEHEHUH B CIIMCKU I1OJIb30BATENEH U HAJECICHUIO
UX TOJHOMOYMSAMHU JocTtyna K pecypcam «HH(pOpMalMOHHBIX  CHCTEM
IIEPCOHAIIBHBIX JAHHBIX»;

-Illopsinoxk ~ mpoBeneHust  kiaccuukauud — UHPOPMALMOHHBIX  CUCTEM
IIEPCOHAIIBHBIX JAHHBIX;

-NHcTpykiuus mosib3oBarenss HMH(MOPMALMOHHOM CHCTEMBl IE€PCOHAJIbHBIX
JAHHBIX;

-NHcTpykiuss 1o  obecrneueHut0 0OE€30MacHOCTH  AKCIUTyaTalluM  CpPEZACTB
kpuntorpaduueckoii 3amutel nHPopmarmu (CK3U) B KOV «Hsranckas mkona —
UHTEPHAT JAJIs1 00yUaloLUXCs ¢ OTPAaHMYEHHBIMU BO3MOYKHOCTSIMU 37I0POBBSI»;

- JoixkHocTHas uHCTpykums aamuHucrpatopa MCIIIH B yactu obecrneueHus
6e3omnacHoctu [1/]H mpu nx o6padotke B UCII/IH;

- lomxHOCTHAs HHCTPYKIMS anMuHucTparopa 6e3omnacnoctu UCITH;

- UHCcTpyKupa Ha cityyall BOSHUKHOBEHUS BHEIUTATHOM CUTYyalUU;

- Pexomenpanuu mo MCHOJIB30BAaHUIO NPOTPAMMHBIX U aIIapaTHBIX CPEICTB
3a1UThl HH(OpPMaLIUK.

TexHnueckue Mephl 3alUThl PEATU3YIOTCS IIPU IOMOIIM COOTBETCTBYIOIIUX
IIPOrPAMMHO-TEXHUYECKUX CPEICTB U METO/IOB 3aIUTHI.

2. 3a1a4u CHCTEMBI 3AIIUTHI MEPCOHAIBbHBIX JTAHHBIX



OcnoBuo#t nenpto C3IIJIH sBisiercs MUHUMH3AIUSA yiiepda OT BO3MOKHOM
peanuzanuu yrpo3 6ezonacHoctu [1/1H.

Jlns nocTmkeHus ocHOBHOM nenmu cucteMa 6e3onacHoctd I1/{n UCIT/IH nomkHa
obecreunBaTh YPPEKTUBHOE PEIICHHUE CICTYIONINX 3a/1a4:

- 3allUTy OT BMemarenabcTBa B mnpouecc ¢(ynkunonuposanuss WCIIn
MOCTOPOHHMX JIKIl (BO3MOXHOCTh HcMoJib3oBaHuss AC U JOCTyl K €€ pecypcam
JOJDKHBI  HMMETh  TOJBKO 3apErMCTPUPOBAHHBIC YCTAHOBJICHHBIM IOPSIKOM
MOJIb30BaTENN);

- pasrpaHUYeHuE NOCTyNa 3apETUCTPUPOBAHHBIX MTOJIB30BATENIEH K allapaTHbIM,
nporpaMMHbIM U HH(popMarimoHHbIM pecypcam WMCII[IH (BO3MOXKHOCTH JOCTYyIIA
TOJBKO K TEM pecypcaM M BBITIOJHEHUS TOJBKO TEX OIepaluid C HUMH, KOTOPBIC
HEO0OXOMMBbI KOHKpeTHbIM Tojb3oBaTessiM WMCII/IH 111 BBITIOTHEHUS CBOMX
CITy>KE€OHBIX 00SI3aHHOCTEH), TO €CTh 3aIUTY OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA:

a) k uHbopmanmu, nupkyaupytome B UCIH;

0) cpencrBam BeruucauTeabHON Texauku MUCIIIH;

B) alrapaTHbBIM, MPOTPAMMHBIM U KPUOTOTPaUUYECKUM CPEICTBAM 3allHTHhI,
ucnoiaszyembiM B UCITIH;

- PETrUCTPALMIO JEUCTBUM MOJIB30BATENIEW MPU HCHOJIB30BAHUM 3ALIUIIAEMBIX
pecypcoB HCII/IH B CHCTEMHBIX KYypHaJlax W MEPUOJUYECKHII KOHTPOJIb
KOPPEKTHOCTH JEWCTBUM MOJIb30BATENIEH CHCTEMBI IyTEM aHAIU3a COAEPKUMOIO
ATUX KYPHAJIOB;

- KOHTPOJb LEJIOCTHOCTH (00OecreuyeHrne HEU3MEHHOCTH) Cpelbl HCIOJHEHUS
IIPOTPaMM M €€ BOCCTAHOBJICHHE B CIIy4ae HapyIICHUS;

- 3aIIATY OT HECAaHKIHMOHUPOBAHHOW MOAM(DUKALMK U KOHTPOJb LIEJIOCTHOCTH
ucnone3yembix B MCII/IH mporpaMMHBIX CPEICTB, a TaKK€ 3AIIUTY CHUCTEMBI OT
BHE/IPEHHS] HECAHKIIMOHUPOBAHHBIX IIPOTPaMM;

- 3anmTy [IJIH OT yTeuku Mo TEXHHMYECKUM KaHalaM Ipu ee o0paboTke,
XPAaHEHUU U Mepeaye no KaHallaM CBSI3H;

- 3amury I[IJIH, XpaHumoii, oOpadaTpiBaeMOl W MepenaBaeMol MO KaHajlam
CBSA3U, OT HECAHKIIMOHUPOBAHHOIO PA3TJIalICHUs WJIM UCKAKECHHUS;

- obecrieueHre )XKUBYUeCTH KpUNTorpaduyecKux CpeCTB 3alIUThl HHGOpMAIHH
IIPU KOMIIPOMETAIIMU YaCTH KIIFOUEBOM CUCTEMBI;

- CBOEBPEMEHHOE BBISBIICHNE UCTOUYHUKOB yrpo3 6ezonacHoctu [1/1H, mpuunH u
YCJIOBHM, CIOCOOCTBYIOIIMX HaHECeHWIO ymepba cyobektam I[1/IH, co3manue
MEXaHHM3Ma OIEepPaTUBHOTO pearupoBaHusi Ha yrposbl Oe3omacHoctu [IJlH u
HETaTUBHbBIC TCHACHIUY;

- CO3JIJaHUE YCIIOBUW JJI1 MUHMMM3aLWU U JIOKAJIM3ALMK HAHOCHMOIO ylepoa
HEMPaBOMEPHBIMU JCHCTBUAMH (PU3NYECKUX U IOPUAMYECKUX JIUIl, OCIa0JICHHUe
HEraTUBHOTO BIIMSHUS W JIMKBUAAIMS MOCJEACTBUI HapylleHus Oe30MacHOCTU

I[T1x

3. O0beKThI 3aIUTHI.

3.1 Ilepeuyenb UHPOPMALIMOHHBIX CUCTEM



B KOV «Hsranckas mikona — UHTEpHAT JJIs1 OOYyYAIOMIMXCS ¢ OTPAaHUYEHHBIMU
BO3MOXKHOCTSIMHU 37I0OPOBBS» TMPOU3BOAUTCS 00pabOTKa MEepCOHATbHBIX JTaHHBIX B
UH(POPMAIIMOHHBIX CHCTEMa 00pabOTKH NMEPCOHAIBHBIX JTaHHBIX, EPEUUCICHHBIX
B nnepeune UCII/Ix.

3.2 IlepeueHb 0OBEKTOB 3aITUTHI

OObexkTamMu 3alIUThI SABISIIOTCS — uH(popmanus, oopadbarsiBaemast B UCII/IH, u
TEXHUYECKHUE CpeJcTBa ee 00paboTku u 3amuThl. [lepedeHp mnepcoHaNbHBIX
JaHHBIX, TOJUIeKAIINE 3almTe, onpeneicH B [lepeduHe mepcOHANBHBIX TaHHBIX,
noanexanux 3amure B MCII/I.

OOBEKTHI 3alTUTHl BKIIOYAIOT:

1) O6pabarbiBaemast UHpOpMALIHSL.

2) TexHonoruueckas UHGpoOpMaIus.

3) [IporpaMmMHO-TEXHUYECKHUE CPEICTBA OOPAOOTKH.

4) Cpenctsa 3amuthsl [1/1H.

5) Kananel nHGOpMAIIMOHHOTO 0OMEHA B TeJICKOMMYHHUKAITUH.

6) OOBEKTHI ¥ IOMENIEHUS, B KOTOPhIX pasMerieHbl komnoHeHTsl UCII/IH.

4. Kuaaccupukauusas  mouab3oBaresieii.  HMHGPOPMANMOHHOH  CHCTEMBI
MEPCOHAJIBHBIX JAHHBbIX.

[Tons3oBarenem UCII[IH siBasieTcss nu1o, ydyacTByroliee B (PyHKIIMOHUPOBAHUU
UH()OPMAIMOHHOW CHUCTEMBl TMEPCOHAJBHBIX JAHHBIX WM HCIOJB3YIOIIEe
pesysbtathl ee (yHkiuonupoBanus. [lons3oBatenem MCII[An siBisieTcst 000t
corpyaauk KOV «Hsranckas mkona — HHTEpHAT i OOydYaloIIUXCAd C
OTPAaHUYECHHBIMU BO3MOKHOCTSIMHU 310pOBbsi», uMetommi noctyn Kk UCII/IxH u ee
pecypcaM B COOTBETCTBHM C YCTAHOBJIEHHBIM MOPSAJIKOM, B COOTBETCTBUU C €TO
(YHKIMOHAJIBHBIMU O0S3aHHOCTSIMHU.

[Tonw3oBatenu UCII/IH aensTcs Ha TpU OCHOBHBIE KATETOPUU:

1) Apmunuctparop HCIIAH. Cotpynuukun KOV «Hsranckas mkona —
UHTEpHAT JJis1 OOydYarouuxcsi C OrPAHMYEHHBIMHU BO3MOXKHOCTSIMHU 37I0POBbS,
KOTOPBIE 3aHUMAIOTCS HACTPOMKOW, BHEAPEHHEM M COIMNPOBOKIACHUEM CHUCTEMBI.
Anmunuctpatop UCIT[IH o6nanaer cienyoiyM ypoBHEM JIOCTYTIA:

o obOnamaer moysHOM WMHMOpPMAIME O CUCTEMHOM U MPUKIATHOM MPOrPaMMHOM
o6ecneuenun UCII/IH;
o obnamaer mojHOW MH(pOpPMalLMEl O TEXHUYECKUX CPEICTBAX M KOH(PHUTYypaLUu

NCIIH;

O HMMEET JOCTYyN KO BCEM TEXHHYECKHUM CpelCcTBaM 00paboTku MHOpMaIluu U
naaabiM CITH;

o obOnamaer mpaBaMH KOH(PUTYpUPOBAHHUS U AIMUHHCTPATUBHOW HACTPONKU
texHndeckux cpeacts MCIIH.

2) Iporpammuct-pazpadbotunk MCIIJIH. Corpyanuku KOY «Hsranckas mkosna
— HMHTEpPHAT JJi1 OOy4YarolMXCAd C OTPAHUYEHHBIMU BO3MOXKHOCTSMH 3JI0POBbSI»
WJIM CTOPOHHUX OpraHU3allMi, KOTOpPbIE 3aHUMAIOTCS pa3padOTKON MPOrpaMMHOTO
ob6ecneuenus. Pazpadboruux MCII/{x obamaet cieayomuM YpoOBHEM JIOCTYTIA:



o obnamaer wuHpopmarmenn 00 anropuTMax W IporpaMmax  oOpabOTKU
unpopmaruu Ha UCIT/H;

O 00mamaeT  BO3MOXKHOCTSAMHM  BHECEHHS  OIIMOOK,  HEACKIApUPOBAHHBIX
BO3MOXHOCTEM, NPOrpaMMHBIX 3aKJIAJOK, BpPEJOHOCHBIX IporpaMm B
nporpammuoe obecnieuenre VCIIJIH Ha craguu ee pa3pabOTKH, BHEAPEHUS U
CONPOBOXKICHMUS;

O MOXET pacrmoJiaraTh JOObIMH (PparMeHTamMu HWHGOPMAIMK O TOTOJOTUU
UCII[lH u TexHuyeckux cpeacrtBax oOpabotku wu  3ammTel  [1/1H,
obpabartsiBaembix B UCIT/IH.

3) Omnepatop UCII[JH. Cotpynuuku KOV «Hsranckas mikosia — UHTEpHAT JJIsI
o0yyJaroumxcsi ¢ OrpaHUYeHHBIMH BO3MOYKHOCTSIMU 37I0POBbS» Y4YacCTBYIOIIHME B
nporecce skcrmyatanuu WCIIH. Omneparop MCIIIH o6mamaer cieayroumm
YPOBHEM JIOCTYTIA:

O o0yamaeT BCeMH HEOOXOMUMBIMU aTpuOyTamMu (Hampumep, IMapoJieM),
00eCTeunBarOIIMMU TOCTYT K HEKOTOpOMY moaMHoxecTBy [1/1H;

O pacrosiaraeT KoH(QUIECHIIMATIbHBIMH IaHHBIMU, K KOTOPBIM UMEET JOCTYII.
Kareropun monp3oBaTeseit JOJDKHBI OBITH omnpeaeneHbl mist kaxaou MCIIIx.

JlomkHO OBITH YTOYHEHO pa3/eliCHUE COTPYJAHMKOB BHYTPU KaTEropHii, B

COOTBETCTBUM C THUIAMU TOJIb30BaTened onpeaeneHHbiMu B [lonuthke

uH(OPMAITMOHHON O€30MTaCHOCTH.

JIist Bcex BBISIBICHHBIX TPYNI MOJb30BATENEH ONPENEstoTCs MpaBa JOCTyIa K
anementam MCII[In m orpaxarorcs B Marpuue noctyna B Ilonoxenun o
pasrpaHU4eHHH MPaB JOCTyIa K 00padaThIBa€MbIM IEPCOHATLHBIM JTAHHBIM.

5. OcHOBHBIC NPHHUHMIBLI IMOCTPOCHHUHA CHUCTEMbl KOMIUIEKCHOH 3aIlUMTHI
uHopmManmnu.

[Toctpoenue cuctembl obecnedenus Oe3omacHoctu [IJln UCII[ax KOV
«Hsranckass mikoila — HWHTEpPHAT Ui OOY4YaroIIUMXCs ¢ OrpaHuYEHHBIMU
BO3MOYKHOCTSIMHU 37I0pOBbSl U €€ (DYHKIIMOHUPOBAHUE JOJIKHBI OCYIIECTBIISATHCS B
COOTBETCTBHUHM CO CJIEAYIOIIUMU IPUHITUIIAMMU:

- 3aKOHHOCTb;

- CUCTEMHOCTb;

- KOMILJIEKCHOCTb;

- HEMPEPBIBHOCTH;

- CBOEBPEMEHHOCTD;

- IPEEMCTBEHHOCTh U HEMPEPHIBHOCTH COBEPILICHCTBOBAHUSI;

- IEPCOHAJIbHASL OTBETCTBEHHOCTH;

- MUHUMU3aLHUS MOJJTHOMOYHI;

- B3aUMO/ICVCTBHUE U COTPYAHUYECTBO;

- THOKOCTh CUCTEMBI 3aIlIUTHI;

- OTKPBITOCTh AJITOPUTMOB U MEXAHU3MOB 3aIIUTHI;

- IPOCTOTA NMPUMEHEHHUS CPEJICTB 3AIUTHI;

- Hay4Hasi 000CHOBAHHOCTh M TEXHUYECKAS pEAIN3yEeMOCTb;

- cenuanu3aius u npohecCUOHAIINU3M;



- 00513aTENILHOCTD KOHTPOJIA.

5.1. 3aKOHHOCTB

[IpenmnonaraeT ocymiecTBICHUE 3aUUTHBIX MeponpusiTuil u pa3padotky C3I1/Ix
KOVY «Hsranckas mikona — MHTEpHAT UIsi OOYyYaroIIMXCS C OTpaHUYEHHBIMU
BO3MOYHOCTSIMU 3/I0POBbS» B COOTBETCTBUU C JEHCTBYIOIUM 3aKOHOIATEILCTBOM
B obOmactu 3ammthl [I/lH W JApyrux HOPMATHUBHBIX aKTOB IO O€30MacHOCTU
uH(pOpMaIK, YTBEPKICHHBIX OpraHaMu T'OCyJAapCTBEHHOW BIIACTU U YINPABICHUS
B IIpejiesiax UX KOMIIETCHIIMH.

[Tonw3zoBaTtenu u oocnykuBaromuii nepconain [1JIn 8 UCIT[In KOV «Hsranckas
IIKOJIAa — HWHTEpHAT MJid OOYy4YalomMXCSd C OrPAHHUYEHHBIMH BO3MOKHOCTSIMU
3I0POBbS» JIOJKHBI OBITh OCBEIOMJICHBI O IMOpPSJAKE pPabOThl C 3aIIUIIAEMOM
uHpopMmaireit 1 00 OTBETCTBEHHOCTH 3a 3amuThl [1/]H.

5.2. CucTeMHOCTh

Cuctemubiii nogxon k mnoctpoeHuto C3II[Jn KOV «Hsaranckas mikona —
UHTEpPHAT JUIsi OOYyYaronIuXxcsi ¢ OTPAaHUYEHHBIMH BO3MOXKHOCTSIMH 37I0POBbS
ImpeanojaraerT  ydeT BCEX  B3aMMOCBS3aHHBIX, B3aUMOJCHCTBYIOIIUX U
U3MEHSIONUXCS BO BPEMEHU 3JIEMEHTOB, YCJIOBUM W (PAKTOPOB, 3HAYUMBIX JJIs
MOHMMAaHHUS U pelIeHus: npoonembl obecnedeHus Oe3zomacHoctu [1In MCIIIn
KOV «Hsdaranckas mikoja — WMHTEpHAT Il OOy4YarOMIMXCA C OTrpaHU4YEHHBIMU
BO3MOXKHOCTSIMU 3JI0POBBSI.

[Ipu co3manuu cucTeMbl 3alUTHI T0JKHBI YUUTHIBATHCS BCE ClIa0ble U Haubosee
ysI3BUMbIE MecTa cuctembl oOpabotku IIJIH, a Takxke XxapakTep, BO3MOKHBIC
OOBEKTHI U HAMPABJIICHUS aTaK HAa CUCTEMY CO CTOPOHBI HapymuTenaeh (0COOCHHO
BBICOKOKBATM(DHIIMPOBAHHBIX  3JIOYMBINIICHHUKOB), TyTH TPOHUKHOBCHHUS B
pacnpenenennbie cuctembl 1 HCJl k uHdopmanuu. Cucrema 3ammuThl J0HKHA
CTPOUTBHCS C YUETOM HE TOJBKO BCEX M3BECTHHIX KaHaIOB MpoHukHOBeHUs u HCJ|
K uH(pOpMAIUHU, HO U C YYETOM BO3MO>KHOCTH TMOSIBJICHUS TPUHIIUITUATILHO HOBBIX
nyTel peaau3alnuu yrpo3 6€30MacHOCTH.

5.3. KoMmaeKkCHOCTh

KommiekcHoe wHcCmosib30BaHME METOAOB M CPEACTB 3alllUThl Mpearnojaraet
COTJIACOBAaHHOE MPUMEHEHUE PAa3HOPOJHBIX CPEACTB MPHU MOCTPOCHUU IIEIOCTHOU
CHUCTEMBbI 3aIlUTHI, TMEPEKPHIBAIOIICH BCE CYLIECTBEHHBbIC (3HAUMMBIC) KaHasbl
peanm3anuy yrpo3 W HE CoJepiKamieid ciaabblX MECT Ha CThIKaX OT/ACIBHBIX €€
KOMITIOHEHTOB.

3ammTa J0KHA CTPOUTHCS SIIECTOHUPOBAHO. [[1s KaKIoro kaHamga yTEUKH
uHQOpMAITUU W Il KaXJIOW yrpo3bl OE30MacHOCTH JOJHKHO CYIIECTBOBATH
HECKOJIBKO 3allIUTHBIX pyOexkei. Co3maHue 3alUTHRIX pyOeKei OCYIIEeCTBISETCS ¢
y4€TOM TOTO, YTOOBI JJIi UX MPEOAOJICHUS MOTEHIUAIBHOMY 3JI0YMBIIIJICHHUKY
TpeboBaIuCh MpodecCuoHaIbHbIE HABBIKMU B HECKOJBKHUX HEB3aHMOCBSI3aHHBIX
00J1acTSIX.

Buemnss 3amura  goikHa  oOecrieunBaThCs  (DUBHMYECKUMH  CPEJICTBAMH,
OpraHU3allMOHHBIMU U MPABOBBIMU Mepamu. OJQHUM U3 HamOoJiee YKPETUICHHBIX



pyOexeil mpu3BaHbl ObITh CPEACTBA KPUNTOIPA)UUECKON 3aIUThI, pEAIU30BAHHBIE
¢ wucnonp3oBanueM TexHojornn VPN. IlpuknagHoW ypOBEHb  3alIUTHI,
YUUTHIBAIOUIMI OCOOCHHOCTH MPEAMETHON 00JIaCTH, MPEACTaBISET BHYTPEHHUMN
pyOex 3aIuTHI.

5.4. HenpepbIBHOCTH 3aLUThI IEPCOHAIBHBIX TAHHBIX

3ammra [I/lH — He pa3oBoe MEpONPUATHE W HE NPOCTasl COBOKYIHOCTH
IIPOBEJACHHBIX MEPOINPUATHIA U YCTAHOBIIEHHBIX CPEJICTB 3aUThI, a HENPEPHIBHBIN
L[EJICHAIIPABJICHHBIM POLECC, NPEANOJIArarlluil MPUHITHE COOTBETCTBYIOIIMX
Mep Ha Bcex 3tanax xu3HeHHoro uukiaa UCITIH.

NCITIH no/mKHBI HAXOAUTHCS B 3AIIMIIEHHOM COCTOSIHMM Ha MPOTSKEHUHU
BCEr0 BpPEMEHU HUX (YHKIHMOHHUPOBaHUSA. B COOTBETCTBUM € 3TUM MPUHLUIIOM
JNOJDKHBI NPUHUMATBCS Mepbl 1o HenomymeHuro 1nepexoma MCII[AH B
HE3aIIUIIECHHOE COCTOSIHUE.

BonbIMHCTBY ~ (U3MYECKUX W TEXHUYECKMX CpPEACTB  3alUThl  JJIs
7G()EKTUBHOTO  BBIMOJHEHUS CBOMX (YHKIMM HeEoOXoAuMma IOCTOSTHHAs
TEXHUYECKas 151 OpraHu3alOHHAas (amMHUHHECTpATHUBHAS) MOJIIEPIKKA
(cBOEeBpeMeHHasi cMeHa W obOecreueHre MPaBUIBHOTO XPaHEHUS U MPUMEHEHUs
UMEH, MapoJied, KIYel MmudppoBaHus, NEPEONpeaeICHUe MOTHOMOYUNA U T.I1.).
IlepeppiBBI B paboTe CpenCcTB  3allUThl MOTYT OBITh  MCHOJIb30BaHbI
3JIOYMBIIUICHHUKAMH IS aHAJIU3a MPUMEHSEMBIX METOJIOB M CPEICTB 3aLIUTHI,
JUIS BHEAPEHUS CIIEHUAIBHBIX IPOIPAMMHBIX M anlapaTHbIX ''3aKIaJoK" U IPyTruX
CPEACTB  MPEOAOJICHHS CHUCTEMBl 3allUTBl  IOCJIE  BOCCTAHOBJICHUS €€
(yHKLIMOHUPOBAHUS.

5.5. CBOEBPEMEHHOCTH

[Ipeanonaraet ynpexaatoumii xapaktep mep oodecrieduenus: 6ezonacuoctu [1/1H,
TO €CTh MOCTAHOBKY 3aja4y 1o koMmruiekcHo# 3amure UCITIH n peanusanuio mep
obecnieuenus Oe3omnacHoctu IIJIH Ha panHux cragusix paspaborku WCII[dH B
1[EJIOM U €€ CUCTEMBI 3aIIUThl MH()OPMAIUH, B YACTHOCTH.

Pa3paboTka cucTembl 3alUThI JOHKHA BECTUCH MapalieIbHO C pa3pabOTKON U
pPa3BUTHEM CaMOW 3allMIIAEMON CHUCTEMBbI. DTO TO3BOJHUT y4ecTb TPEeOOBAHMUS
0€30MacHOCTU NP NMPOEKTUPOBAHUU APXUTEKTYPHI U, B KOHEUHOM CYETE, CO3/1aTh
oonee sddekTuBHBIE (KaK MO 3aTpaTaM pecypcoB, TaK U MO CTOMKOCTH)
3alUILIECHHBIE CUCTEMBI.

5.6. IIpeeMCTBEHHOCTb U COBEPILIEHCTBOBAHUE

[IpeanonaratoT MOCTOSIHHOE COBEPLIEHCTBOBAHWE MEpP W CPEACTB 3allUThI
uHGOpMaAIlMM HA OCHOBE MPEEMCTBEHHOCTH OPTaHU3AIMOHHBIX M TEXHUYECKHX
peleHnii, KaapoBOro cocraBa, aHanu3a (yHkuuonupoBanus WCII[H u ee
CHUCTEMBI 3alIUThl C YYETOM H3MEHEHHMM B METOJAX M CpPEACTBaX IepexBara
uHdopMaluu, HOPMATUBHBIX  TpeOOBaHMW MO  3alUTe, JIOCTUTHYTOTO
OTEYECTBEHHOT'O M 3apyOEKHOTO OIBITA B 3TOW 00JIaCTH.

5.7. IlepcoHanbHas OTBETCTBEHHOCTD



[Ipenmnonaraer BO3/I0KEHHUE OTBETCTBEHHOCTH 3a oOecreyeHne O0e30MacHOCTH
Il m cucrempl X OOpPaOOTKM Ha KaXIOTO COTPYJAHHWKA B TIpemeiax ero
NOJTHOMOYWI. B COOTBETCTBMHM C ASTHUM NPUHIUIIOM paClpeieiieHHe IMpaB H
00s13aHHOCTEI COTPYIHUKOB CTPOMUTCS TaKUM 00pa3oM, YTOOBI B ciyyae JHO0ro
HapyIIeHHs KpyT BUHOBHUKOB OBLIT Y€TKO M3BECTEH HIIU CBEJIEH K MUHUMYMY.

5.8. IIpuHUIHUI MUHUMH3ALUAH TOTHOMOYHI

O3HauaeT NpPEeaOCTaBICHUE TMOJI30BATEIIM MHHUMAJIBHBIX TpaB JOCTyNa B
COOTBETCTBHUH C MTPOU3BOJICTBEHHON HEOOXOIUMOCTHIO, Ha OCHOBE MPUHITUIIA «BCE,
YTO HE Pa3peELICHO, 3aIPELICHOY.

Hoctyn k I1/In 1omkeH NpeaocTaBiasThCs TOIBKO B TOM Clly4ae U o0beMe, eCiu
3TO HEOOXOUMO COTPYIHUKY JIJIsI BHIMOJHEHUSI €T0 JOJKHOCTHBIX O0S3aHHOCTEH.

5.9 B3aumonencTBrE U COTPYIHUYECTBO

[Ipenamonaraer co3manue OnaronpusTHONW aTMochepbl B  KOJUIEKTHBAX
noapaszaeneHuii, obecrneunBarommx AesreabHocth UCIIIn KOV «Hsaranckas
IIKOJIAa — HWHTEpPHAT IS OOYyYaroIMXCAd C OrPAHHUYEHHBIMH BO3MOKHOCTSIMU
3I0POBbS», NI CHHXKEHUS BEPOSITHOCTH BO3HUKHOBEHUS HETATHUBHBIX JCHCTBHIA
CBSI3aHHBIX C YEJIIOBEYECKUM (PAKTOPOM.

B Ttakoii 00CTaHOBKE COTPYIHUKH JIOJDKHBI ~ OCO3HAaHHO  COOJIOJATh
YCTAaHOBJICHHbIE TMpPaBWJIA W  OKa3blBaTh COJICUCTBHE B  JCSATENbHOCTU
N0/Ipa3/ieJICHUN TEXHUYECKOU 3allUThl THPOPMALIHH.

5.10. 'mOKkOCTh CHUCTEMBI 3aILUTHI IEPCOHATBHBIX JAHHBIX

[IpuHsATHIE MEPBI U YCTAHOBJICHHBIE CPEJICTBA 3AIUTHI, OCOOCHHO B HAYaJIbHBIN
NepUOoJl WX OKCIUTyaTallud, MOTYT oOOecrneuyMBaTh KaK Ype3MEpHbIHd, TaKk U
HEJ0CTaTOYHBINA ypOBEHb 3aIUTHI. /{111 o6ecrieueHust BO3MOKHOCTH BapbUPOBAHUS
YPOBHEM 3aIMILEHHOCTH, CPEACTBA 3alIUThl JOJKHBI 00JanaTh OINpeAeseHHON
ruOKocThi0. OCOOEHHO Ba)XKHBIM 3TO CBOWCTBO SBJIIETCS B TEX CIIydasx, KOIjaa
YCTAaHOBKY CpEACTB 3allMThl HEOOXOJUMO OCYIIECTBIATH Ha pabOTarolIyro
CUCTEMY, HE Hapyllas Npolecca €€ HOpMaJIbHOIO (yHKIIMOHUPOBAHMUSL.

5.11. OTKpBITOCTH AITOPUTMOB U MEXaHU3MOB 3aIIUTHI

CyTh mpUHLHKIIA OTKPBITOCTH aJTOPUTMOB M MEXAHM3MOB 3aIIUTHl COCTOUT B
TOM, 4YTO 3alllUTa HE JOJDKHAa 00eCHedrBaThCS TOJNBKO 32 CUET CEKPETHOCTH
CTPYKTYpHOM OpraHu3ali U aJrOPUTMOB (PYHKIIMOHHPOBAHUSA €€ TOICHCTEM.
3HaHUEe aNrOpUTMOB PabOThl CHCTEMBI 3aIIUTHI HE JODKHO JaBaTh BO3MOXKHOCTU
ee mpeojaoneHus (qaxe aBropam). OgHaKO, 3TO HE O3HAYAET, YTO MH(POpPMALHS O
KOHKPETHOM CHCTEME 3aIUThI JODKHA OBITH OOLIEIOCTYITHA.

5.12. IIpocToTa NpUMEHEHUS CPEACTB 3ALIUTHI

MexaHu3Mbl 3alIMThl JOJDKHBI OBITh MHTYUTUBHO TOHATHBI U TPOCTHI B
UCIoJIb30BaHUU. [IpuMeHeHue cpeacTB 3alUThl HE JOJKHO OBITH CBSI3AHO CO
3HAHWEM CHEIUAJIbHBIX S3BIKOB WM C BBINIOJHEHUEM JACHCTBHM, TPEOYIOIIMX
3HAQYUTEIBHBIX  JIOTMIOJHUTENBHBIX  TpyJaO3aTpaT Tpu  OOBIYHOH  paboTe



3apETUCTPUPOBAHHBIX YCTAHOBJIEHHBIM IOPSAKOM ITIOJIb30BATENIE, a TaKXKe HE
JOJDKHO TPeOOBATh OT IMOJIH30BATENS BBIOTHEHUS! PyTUHHBIX MAJIOMOHSITHBIX MY
onepanuii (BBOJ HECKOJIbKHUX NApOJEH U UMEH U T.[.).

JlomkHa pmoCTMraThCs aBTOMATH3alMs MAKCUMAJIbHOIO YHUCIA JI€MCTBUH
nosib3oBateneit u agmuuuctparopoB UCII/H.

5.13. Hayuynast 000CHOBaHHOCTb U TEXHUYECKas peajn3yeMOCTh

NudopmanmonHbie TEXHOJOTHM, TEXHUYECKME U TPOrpaMMHBIE CpEICTBA,
cpeacTBa M Mepbl 3alllUThl WHGOpPMAIMU AOKHBI OBITh peaiu30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHUS HAYKW U TEXHUKH, HAYYHO OOOCHOBaHBI C TOUKU
3peHUs JTOCTHXKEHHS 3aJIaHHOTO YPOBHS 0€30MacHOCTH MHGOPMALMK U JOJHKHBI
COOTBETCTBOBAaTh YCTAaHOBJIEHHbIM HOpMaM M TpeOOBaHUAM IO O€30MacHOCTU
IT/1H.

C3IIIn nomxHa ObITh OPUEHTHUPOBAHA HA PELICHHS, BO3MOXKHBIE PUCKU IS
KOTOPBIX M MEpPBI IMPOTHBOJEKUCTBHUS ATHUM pPHCKaM IMPOILIM BCECTOPOHHIOIO
TEOPETHUYECKYIO U MPAKTHYECKYIO IPOBEPKY.

5.14. Cnenmanu3anus 1 mpodeccuoHaIn3M

[IpenmonaraeT npuBiedyeHre K pa3paboTKe CPEJCTB U pealn3allii Mep 3alluThI
nH(pOpMauu CrieruaIn3upOBAHHBIX OpraHu3alii, HanboJiee MOArOTOBICHHBIX K
KOHKPETHOMY BHUJY JEATEIbHOCTH 10 oOecnedyeHuto Oe3zomacHocty [1JIH,
MMEIOIIUX OIbBIT MPAKTUUYECKON pabOThl U FOCYAapCTBEHHYIO JUIICH3UIO Ha MPABO
OKa3aHUs yCIAyr B 9TOM oOsactu. Peanuzamusi agMUHHUCTPATUBHBIX MeEp U
AKCIUTyaTalusi CPEACTB 3allUThl JOJDKHA OCYIIECTBISATHCS MNPO(EeCCHOHAIBHO
noArotoBiaeHHbIMU cnenuanuctaMu KOV «Hsranckas mkona — vHTEpHAT I
00yJaronmxcsi ¢ OrpaHUYEHHBIMU BO3MOKHOCTSIMH 3710POBBSD».

5.15. O6s3aTeNbHOCTD KOHTPOJIS

[Ipeanonaraer o0g3aTENBHOCTh U CBOEBPEMEHHOCTh BBISBJICHUSI U MPECECUCHUS
MOMBITOK HApYIIEHUs YCTAaHOBJICHHBIX MpaBuil obOecrieueHus OezonacHocTu [1JIH
HAa OCHOBE UCIIOJIb3yeMbIX CHUCTEM M CPEICTB 3allUThl HMH(POPMALUMU TPU
COBEPILIEHCTBOBAHUYU KPUTEPUEB U METOJOB OLEHKH 3 (HEKTUBHOCTU ITUX CUCTEM
U CPEJICTB.

KonTpons 3a JeATenbHOCTBHIO JIOOOTO TOJIB30BATEINSI, KaXKJIOr0 CpElICTBa
3alUTHl U B OTHOIIECHUH JIFOOOTO 00BEKTa 3aIUThl JOHKEH OCYIIECTBIIATHCS Ha
OCHOBE MPUMEHEHUSI CPEJICTB OMEPATUBHOIO KOHTPOJIS M PETUCTPALIUUA U JOJIKEH
OXBaThIBaTh KaK HECAHKIMOHWPOBAHHbBIC, TAK U CAHKIIMOHUPOBAHHBIE IEUCTBUA
IIOJIb30BATEIICH.

6. Mepbl, MeTOABI M cpeAcTBa olOecneyeHusi TPe0yeMOro YpOBHHA
3aIUIIEHHOCTH.

O6ecrieueHre TpeOyeMOro ypOBHS 3aIUIIEHHOCTH JIOHKHOCTH JIOCTUTAThCS C
WCIIOJIL30BaHUEM MEpP, METOJIOB U CPENICTB Oe3omacHoCTH. Bee Mephl obecnieueHus
oe3onacnoctu UCIIJIH noapasnenstorcs Ha:



- 3aKOHOJIaTeJIbHbBIE (ITPAaBOBHIC);

- MOPaJIbHO-3THYECKHE;

- OpraHU3alMOHHbIE (A IMUHUCTPATUBHBIE);

- huzmueckue;

- TEXHUYECKHUE (almapaTHbie U MPOrPAMMHEIE).

[Tepeuennr BBIOpaHHBIX Mep oOecriedeHusi 0e30MmacHOCTH oTpaxaeTrcs B Ilnane
MEPOTIPUATUIN 110 00ECTIEYEHUIO 3aAIUTHI IEPCOHATBHBIX JaHHBIX.

6.1 3akoHoaTenbHbIE (TPABOBBIE) MEPHI 3AIUTHI.

K npaBoBbIM MepaM 3alIUThl OTHOCSTCS ACHCTBYIOUIUE B CTPAHE 3aKOHBI, YKa3bl
U HOpPMaTHBHBIE aKThl, pErjaMeHTupyomue npaBuia oOpameHuss ¢ [1JIH,
3aKpEIUISIIOUIME ITpaBa U 00S3aHHOCTH YYACTHUKOB MH(DPOPMALIMOHHBIX OTHOLLIEHUN
B IIpouecce ee O0O0pabOTKM M HCIOJb30BaHUS, a TaKXKe YCTaHaBIMBAIOIINE
OTBETCTBEHHOCTh 3a HAapyLICHHWs] 3TUX NpaBWi, MpPEISATCTBYS TEM CaMbIM
HEIIPaBOMEPHOMY  McnoJib30BaHui0 IIJ[H w  sBIsAOmMECS  CAEPKUBAIOIUM
(akTOpOoM J1J1s1 HOTEHI[MAIBHBIX HAapyIIUTECH.

[IpaBoBble  Meppl  3alIMTBI  HOCAT B OCHOBHOM  YHIPEXIAIOIIUH,
POPHIIAKTHIECKUI XapaKTep U TPeOYIOT MOCTOSIHHOW Pa3bICHUTENBLHON pabOThI €
M0JIb30BATEISIMU U 00CITY>KHUBAIOIIUM IEPCOHAIOM CHCTEMBI.

6.2 MopabHO-3THYECKNE MEPBI 3AILIUTBHI.

K MopanbHO-3THUYECKMM MepaM OTHOCSTCSI HOPMBI IIOBEJIECHHUS, KOTOpBIE
TPAJULMOHHO CJIOKWINCHh WA CKJIAABIBAIOTCS 10 Mepe pacnpocTpaHeHuss 9BM B
cTpaHe wiM oOIecTBe. OTH HOPMBI OOJIBIIENM YacThblO HE  SIBISIOTCS
00s3aTeNbHBIMM, KaK 3aKOHOJATEIbHO YTBEPKICHHBIE HOPMATHBHBIE AaKTHI,
OJIHAKO, MX HECOONIOICHHE BeAeT OOBIYHO K MAJEHUI0 aBTOPUTETA, MPECTHXKa
4eJI0BEeKa, TPYIIIbI JIMI WIK OpraHu3aiui. MopaabHO-3THUYECKHE HOPMbI ObIBAIOT
KaK HemucaHble (HanpuMep, OOIIeNpru3HaHHble HOPMBbl YECTHOCTH, aTPUOTU3MA U
T.I.), TaK U MHUCaHbIE, TO €CTh 0(OPMIICHHbIE B HEKOTOPBII CBOJI (YCTaB) MpaBuil
WIU IIPEITUCAHNN.

MopanbHO-3TUYECKHE MEPbl 3alllUThl SBJISAIOTCA MNPOPUIAKTUYECKUMU U
TpeOyIOT MOCTOSIHHOM pabOThI MO CO3/IaHUIO 3I0POBOTO MOPAJIBHOTO KJIMMara B
KOJUIEKTUBAx IoApa3ieleHuil. MOpaJIbHO-3TUYECKUE MEphbl 3allUThl CHUXKAIOT
BEPOSITHOCTh BO3HUKHOBEHMSI HETATUBHBIX JCHCTBUI CBSI3aHHBIX C YEJIOBEUYECKUM
dbakTopom.

6.3 Opranu3aloHHbIE (AIMUHUCTPATUBHBIE) MEPHI 3AIIUTHI.

OpranuzanuoHHble  (aAMUHUCTPATUBHBIE) MEPBI 3aIMUTBI - 3TO  MEpHI
OpraHU3aLMOHHOIO Xapakrepa, perjlaMeHTUPYIOLIUE IIPOLIECCHI
dbyukimonupoBanus MCIIH, ucnons3oBanue pecypcoB MCIIJIH, nesTeabpHOCTD
00CITy>KMBAIOILIErO NEPCOHANA, a TAKXKE MOPSIIOK B3aUMOJACHCTBUS MOJIb30BaTeNIeh
¢ UCII[n Takum oOpa3om, 4TOObI B HAWOOJIBIIEH CTENEHU 3aTPYIHUTH WIIU
UCKJIIOUUTh BO3MOXKHOCTh pealu3alliid yrpo3 0€30MacHOCTH WIM CHU3UTH pa3Mep
NOTEPh B CITy4ae UX peau3alyi.



['maBHasg 1eib aJAMUHUCTPATUBHBIX MeEp, MNPEANPUHUMAEMBIX HA BBICIIEM
yOpaBieHUYeCKOM ypoBHe — chopmupoBars [lomutuky wHbDOpMaAITMOHHON
oesonmacHoctu [IJIH (oTpaxkaromryro TOAXOABI K 3ammTe WHPOpMANUU) U
o0ecreunTh €€ BBIMOJHEHUE, BBIJCIAS HEOOXOIUMBIE PECYypChl U KOHTPOIHPYS
COCTOSIHUE JEJ1.

Peamuzanus [lonmutuku wundopmanmonnoit OezonmacHoctu [1/ln B UCII/dH
COCTOSIT U3 MEP aJIMUHUCTPATUBHOTO YPOBHS U OPTaHU3ALUOHHBIX (IPOLETYPHBIX)
Mep 3alUThl UH(pOpMaIUK.

K  agMuHUCTpaTUBHOMY  YPOBHIO  OTHOCATCS  PCIICHHS  PYKOBOJICTBA,
3atparuBatomue aearenbHoctb UCII/IH B nenomM. DTU pelieHus 3aKperuisitoTcs B
[Tonutuke mHopmManmoHHOW Oe3omacHOCTU. [IpumMepoM Takux pemeHud MOryT
OBITh:

- TpUHATHE peleHuss o (OPMHUPOBAHUU WJIM TEPECMOTPE KOMIUIEKCHOM
nporpaMMel obecrieuenus: 6ezonacHoctu I1J[H, onpenenenne 0TBETCTBEHHBIX 3a €€
peanu3anuio;

- (dopmynupoBaHHe IIeJeil, MOCTAaHOBKA 3ajad, OIpEACIICHUE HaNpaBJICHUIA
JeATeIbHOCTH B obsactu 0e3omacHocTty I1/1H;

- MPUHATHAE PEIICHWH MO0 BOMPOCAM pEeaM3alliu MPOrpamMMmbl O€30MaCHOCTH,
KOTOphIe paccmaTpuBaroTcsi Ha ypoBHe KOV «Hsranckas mikona — UHTEpHAT ISt
00y4YaronuMxcst ¢ OrpaHUYEHHBIMU BO3MOXKHOCTSIMHU 37I0POBBSD» B IIEJIOM;

- o0ecrneueHre HOpMaTUBHOM (ITpaBOBOI) Oa3bl BOMPOCOB OE30MACHOCTHU U T.II.

[TonuTka BEpXHEro YpOBHS JOJDKHA YETKO OUYEPTUTHh cdepy BIHUSHUA HU
OTPaHUYCHUS MPU ompeaeneHuu 1eneit 6esomacHoct [1/IH, onpenenuTs KakuMu
pecypcaMu (MaTepualibHbIe, TEPCOHAN) OHU OYIyT JOCTUTHYTHI W HaWTH
pPa3yMHBI KOMIIDOMHCC MEXAy MPUEMIIEMBIM YPOBHEM O€30IaCHOCTH H
¢ynkunoHansHOCThI0 MCIT/IH.

Ha opraHn3allMOHHOM YpOBHE OMNPENENSAIOTCA MPOUEAYpPbl M  IpaBUiIa
JOCTHOKEHUS 11esiel u pemenus 3aaa4 [lonutuku nuugopmManmonHoi 6e30macHOCTH
[1I1. OTi npaBuiIa OoNpenesoT:

- KakoBa 00J1acTh MpUMEHEHUs MoUTUKU O6e3onacHoctu [1/1H;

- KaKOBBI POJIK U 00S3aHHOCTHU JTOJKHOCTHBIX JIMI, OTBEYAIOIIHE 32 MPOBEACHHUE
nonutuku 6e3omnacHoctu [1/1H, a Tak ke UX yCTAaHOBUTH OTBETCTBEHHOCTD;

- KTO UMeeT npasa aocrtyna K [1/1H;

- KAKUMH MEpaMHt U cpecTBaMu obOecrieunBaetcs 3ammra [1J[H;

- KAKUMH MEpaMH U CPEJICTBAMH OOECIEYMBAETCS KOHTPOJIb 32 COOJIIOJIEHUEM
BBEJICHHOI'O PeX1Ma 0€30MacHOCTH.

Opranu3aluOHHbIE MEPHI TOJKHBIL:

- IpeIyCMAaTPUBATh PEerjaMeHT HH(POPMAIIMOHHBIX OTHOIIEHUH, UCKITFOYAIOIITIX
BO3MO>KHOCTh HECAHKIIMOHUPOBAHHBIX JICUCTBUI B OTHOILIEHUH OOBEKTOB 3aIIUTHI;

- OINpENENATh KOAIUIUOHHBIE W HWEPAPXUYECKUE TMPUHIUIIBI U METOIBI
pasrpannueHus nocrtyna kK [TJ1H;

- ONpeneNsiTh MOPSAJOK paboThl C MPOrpaMMHO-MATeMaTHYECKUMU U
TEXHUYECKMMHU (ammapaTHbIe) CPEeACTBAMH 3alllUThl U KPUNTO3AUIUTHI U JIPYTUX
3alIUTHBIX MEXaHU3MOB;



- opranu3oBaTbh Mepbl npotuBoxaeiictBus HCJ[ monp3oBaTensiMu Ha 3Tamnax
ayTeHTHU(PUKAIUKA, aBTOPU3AIMHU, HACHTU(DHUKAIMK, OO0ECIEeYMBAIOIMIUX TapaHTUU
peanu3aiyy IpaB ¥ OTBETCTBEHHOCTH CYOBEKTOB WH(OPMAITMOHHBIX OTHOIICHHH.

B opranuzanuoHHbIe MEPBI T0JKHBI COCTOSATH U3:

- persiamenTa gocryna B nomenieHuss UCII/IH;

- TOpSIOK JOMyCKa COTPYJIHHMKOB K WUCHOJIb30BaHUI0 pecypcoB HMCII/IH
MBOVYCOIII Ne 56;

- perJaMeHTa MpoleccoB BeJeHUs 0a3 JaHHBIX U OCYIIECTBICHUS MOAUDUKAIINU
MH(OPMAIMOHHBIX PECYPCOB;

- perjamMeHTa IMpoLECCOB OOCTYKUBAaHUS W OCYIIECTBJICHHUS MOAU(PUKALNU
anmnapaTtHbIX U nporpamMmMHubIx pecypcoB UCII/IH;

- uHctpykuuit  nmonws3oBatenedt  MCIIJIn  (agmunuctparopa HCII/H,
aaMUHUCTpaTopa 6e3onacHoctu, oneparopa UCII/IH);

- THCTPYKIUS MMOJb30BaTENS TP BOSHUKHOBEHUY BHEIITATHBIX CUTYaLIHM.

6.4. ®u3nUeCKre MEPHI 3AIUTHI.

@du3nyeckre Mepbl 3alllUThl OCHOBAHbI HA IPUMEHEHUM pA3HOro poja
MEXAHUYECKUX, OJJIEKTPO- WJIM  DJICKTPOHHO-MEXaHUYECKUX YCTPOUCTB W
COOPY)KEHHM, CIENUaIbHO TMPETHA3HAYEHHBIX JUIS  CO3JaHus  (PU3MYECKHUX
NPENATCTBUM HAa BO3MOXKHBIX MYTSAX MPOHUKHOBEHUS U JIOCTyNa MOTEHIIMAIbHBIX
HapyIIUTENeH K KOMIOHEHTAM CHUCTEMbI U 3alluiiaeMod MH(OpMaIu, a Takke
TEXHUYECKUX CPEJICTB BHU3YAJIIBHOTO HAOJIOACHUSA, CBSI3U U  OXPaHHOU
CUTHAJIM3ALIU Y.

dusnyeckasi  3amuTa  3JaHUN, TOMENICHUNA, OOBEKTOB U  CPEJICTB
uH(popMaTU3auu O KHA OCYIIECTBIISITHCS IyTEM YCTAHOBJICHHUS
COOTBETCTBYIOIIMX IMOCTOB OXPaHbI, C MOMOIIGID TEXHUYECKUX CPEIACTB OXPAHBI
WK JIOOBIMU JPYTUMHU CHOCO0aMH, MPEAOTBPALAIONIMMUA WM CYIIECTBEHHO
3aTPYJHAIOIMMHA T[POHUKHOBEHHUE B 3JaHWE, MOMELICHUS MOCTOPOHHUX JIHII,
XUIIEHHEe WH(GOPMAIIMOHHBIX HOCHUTENEH, caMuX CpeacTB HWHOOpMATU3ALINH,
UCKIIIOYAIOIIMMH  HAaXOKJICHHE BHYTPU KOHTPOJUPYEMOW (OXpaHseMOM) 30HBI
TEXHUYECKUX CPEJICTB PA3BEIKHU.

6.5. AnmapaTHO-IIPOrpaMMHBIE CPEICTBA 3AIIUTHI IEPCOHATBHBIX TaHHBIX.

Texnuueckue (anmapaTHO-IPOrpaMMHBIE) MEphl 3alIUThl OCHOBAHbI Ha
WCIIOJb30BaHUU PA3JIMYHBIX AJIEKTPOHHBIX YCTPONCTB M CHEHUAIBHBIX MPOTrPaMM,
Bxoasmux B coctaB UCIIJIH 1 BBIMONHSIONIMX (CAMOCTOSITENIbHO UM B KOMIUJIEKCE
C IPyTUMH CpeJIcTBaMu) PYHKIIUK 3aUTHI (MACHTU(OUKALIUIO U ayTEHTU(DUKAIINIO
M0JI30BATENICH, pa3rpaHUUYEHUE JOCTyNa K pecypcaM, PErucTpalfio COOBITHIA,
Kpunrorpaduueckoe 3aKpbiTie HHPpOpMaAIUK U T.1.).

C yueroM Bcex TpeOOBaHUN U MPUHIUIIOB oOecrieueHust 6ezonacHoctu [1/1H B
NCII/IlH mo BceM HaIpaBJiCHUSIM 3AIIUTHI B COCTAaB CHUCTEMBI 3aIUTHI JOJKHBI
OBITh BKJIFOUCHBI CIICAYIOIINE CPEICTBA:

- cpenctBa  uaeHTu@ukanmuu  (OMO3HABaHWS) W ayTeHTHUUKAIMH
(moaTBepkaeHus NOAIUHHOCTH) noJib3oBateneit UCI/IH;



- CpelIcTBa pa3rpaHUYCHUs] JOCTYINA 3apETHCTPUPOBAHHBIX IOJIB30BATENIEH
cucteMsl k pecypcam UCIT/IH;

- cpeacTtBa oOecreyeHHs] M KOHTPOJS IIEJIOCTHOCTH MPOTPAMMHBIX |
UH(GOPMAIIMOHHBIX PECYPCOB;

- CpelICTBA ONEPATUBHOTO KOHTPOJIS U PErUCTpaIiK COOBITHI 0€3011acHOCTH;

- Kpunrorpaguieckue cpeactna 3amuThl [1/1H.

YcenemHoe IIPUMEHEHUE TEXHUYECKUX CpPEACTB 3alllUThl HAa OCHOBAHUU
OPUHIMIOB (pa3fen 5) MpeArnojaraer, 4To BBHINOJHEHUE MEPEUUCICHHBIX HUXKE
TpeOOBaHMI 00ECNeYeHO OpraHU3alMOHHBIMU (aAMUHUCTPATUBHBIMH) MEpaMU U
UCIOJIb3yeMbIMH (PU3NYECKUMHU CPEACTBAMU 3AILUTHI:

- o0ecrnieueHa ¢guszndeckas 1e10cTHOCTh Bcex komnoHneHT UCII/IH;

- KaIbII COTPYIHUK (moJsib30BaTENb NCIIH) 1580071 rpyrmna
M0JI30BATENIe MMEET YHHKAIbHOE CUCTEMHOE UMl U MUHUMAJIbHO HEOOXOAUMbIE
JUTSL BBITIOJIHEHUS MM CBOUX (YHKIIMOHAIBHBIX OOSI3aHHOCTEH MOJHOMOYHUS TIO
JIOCTYILy K pecypcaMm CUCTEMBI;

- B UCII/In pa3paboTka u OTJajKa MpOrpaMM OCYIIECTBISIETCS 3a MpeeIamMu
NCIIJH, HAa UCTIBITATEILHBIX CTEHIAX;

- BCE U3MEHEHUS KOH(PUTypaluy TEXHHUYECKMX M TPOrPaMMHBIX CPEJICTB
NCTIIH npou3BOASTCS CTPOTO YCTAHOBJICHHBIM TOPSAIKOM (PETUCTPUPYIOTCS U
KOHTPOJIUPYIOTCSI) TOJBKO HAa OCHOBAaHMM  PAaCIOPSDKEHUM  PYKOBOJCTBA
MBOYCOIII Ne 56;

- ceTeBoe 000py/1I0BaHUE (KOHUEHTPATOPhl, KOMMYTAaTOPbI, MAapLIPYTU3ATOPHI U
T.Il.) PacHoJiaraeTcsi B MECTaX, HEJOCTYHHBIX IJIs MOCTOPOHHUX (CIELHAIbHBIX
MOMEIIEeHUsIX, mKadax, u T.11.).

- cneunamuctaMu KOY «Hsiranckasi mkona — MHTEpHAT Ul 00YYarOIIUXCS C
OTPAaHUYECHHBIMM BO3MOKHOCTSIMU  3JI0POBBS» OCYLIECTBIIIETCSI HENPEPBIBHOE
yOpaBjieHHE M aJIMUHHUCTPATUBHAS TMOJJCpKKa (YHKIIMOHUPOBAHHS CPEJICTB
3aIUTHI.

7. KoHTpoab 3PPeKTUBHOCTH CHCTEMbI 3alIUThl HHGOPMALMOHHON
CHCTEMbI NePCOHAJIbHBIX TaAHHBIX.

KonTpoiib 3 PeKTUBHOCTH C3I1dn JIOJKEH OCYIIECTBIISIETCA
Ha Tnepuoanueckoil ocHoBe. Llempio KoHTpons ShEeKTUBHOCTH —SBISETCA
CBOCBPEMEHHOE  BBISBJICHUE HEHAUIeKamux pexumoB  padorer  C3I1/H
(OTKIIFOUEHHUE CPENCTB 3aIlUTHI, HapYyILICHUE PEKUMOB 3aIlMTEHI,
HECAHKIIMOHUPOBAHHOE M3MEHEHUE peXMMa 3aluThl W T.JOI.), a Tak
MPOTHO3MPOBAHUE W NPEBEHTUBHOE PEarupoOBAaHUME HA HOBBIE  YIPO3bI
oe3omacuoctu [1]1H.

KoHTpos MOXKeT MpOoBOIUTHCS Kak aAMUHUCTpaTopamu 6e3onacHoctu MCIIIH
(omepaTuBHBIA KOHTPOJb B TIporiecce WH(POPMAIIMOHHOTO B3aUMOJEHCTBUS B
NCII[JH), Tak ®W TOpuUBIEKaEMbIMH JJIi OTOM I1€M  KOMIETEHTHBIMU
OpraHu3alysIMy, UMCIOUIMMH JIUIEH3UI0O HAa 3TOT BHUJl JACATEIIBHOCTH, a TAaKXKe
OCTIK Poccun u @Ch Poccuu B ipefieniax ux KOMIETCHIUH.



KOHTpOoJIb MOXKET OCYHIECTBIATHCS AAMUHUCTPATOPOM OE€30MAaCHOCTH KaK C
IIOMOLIBI0 IITAaTHBIX CPEACTB cucrteMmbl 3ammTel II/[H, Tak u ¢ nomomibIo
CIIELIMAJIBHBIX TPOTPAMMHBIX CPEICTB KOHTPOJIA.

Onenka >¢dexktuBHOCTH Mep 3aumThl [IJ[H mpoBoAMTCS ¢ UCHOIB30BaHUEM
TEXHUYECKUX M IPOIPAMMHBIX CPEACTB KOHTPOJSA Ha IPEAMET COOTBETCTBUSA
YCTaHOBJICHHBIM TPEOOBAHUSIM.

8. Cepsbl 0TBETCTBEHHOCTH 32 0€30MACHOCTH MEPCOHAIbHBIX TAHHBIX.

OTBETCTBEHHBIM 3a pPa3pabOTKy Mep U KOHTPOJb HaJl obecrneyeHuem
0€30MacHOCTH TEePCOHATBHBIX JTAHHBIX sBJIsAETCS pykoBoautenb KOY «Hsaranckas
IIKOJIAa — HWHTEPHAT MJi1 OOy4YalolUXCi C OTPAaHMYCHHBIMH BO3MOXKHOCTSIMU
310pOBbs». PyKOBOIUTENIbP MOXKET JeJIETHpPOBaTh 4YacTh TMOJHOMOYHUN TIO
obecrieueHnto 0€30MacCHOCTH IEPCOHATBHBIX JaHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOJMTENSI BKIIIOYAET CIIECAYIONIME HAIpPaBJICHUS
obecneuenus 6e3omacHocTu I1/1H:

- [InanupoBanue u peanuzaius Mep 1o odecreueHuto 6ezonacuoctu [1]1H;

- Ananmu3 yrpo3 6e3onacHoctu [1]1H;

- Paspabotky, BHenpeHHEe, KOHTPOJb UCIIOJHEHHS U TOJJEPKaHUE B
AKTYyaJIbHOM COCTOSIHUM TIOJIUTHK, PYKOBOJCTB, KOHUEMLHM, MpPOUEIYD,
perjiaMeHTOB, HWHCTPYKIMNA U JAPYrdX OpPraHU3alMOHHBIX JIOKYMEHTOB TIO
00eCcTIeueHUIO OS30IaCHOCTH;

- Kontpons 3ammumennoctu UT undpactpykrypsl ot yrpos Ub;

- O0yuenue u unpopmupoBanue nojs3oareneit UCII/IH, o nopsake paboThI ¢
[TJI1 u cpencTBaMu 3allUTHI;

- IIpenoTBpailieHue, BBISBICHUE, pEarpOBAHUE U PACCIICIOBAHUE HApPYILICHUM
6e3omacHoctu [1/1H.

[Ipy B3aUMOJEWCTBUM CO CTOPOHHMMHM OpraHuM3alUsMH B CiIydasX, KOrja
COTPYAHHKAM 3TUX OpraHU3aluil MpeloCTaBIsSeTCs AOCTYN K 0OBEeKTaM 3aluThl
(pazzmen 3), ¢ 3TUMH OpraHu3alusIMU JODKHO ObITh 3akioueHo «CorjamieHue o
KoH(puIeHIuanpHocTHy, Jmbo  «CornameHue O  COOJIOJIGHUHU  peKUMa
6e3onacHoctu [1/In npu BoimonHenun padot B UCIIdu». [loaroToBka THUMOBBIX
BAPUAHTOB ATHUX COTJIAUIEHUN OCYIIECTBISIETCA COBMECTHO € ropuctoM IlIkounsl -
WHTEpHATA.

9. Moaesb HapyunTeJisi 0€30IaCHOCTH.

[Tox napyumrenem B KOV «Hsiranckast mkona — HHTEpHAT sl 00Y4aIOUINXCs C
OTPAaHUYECHHBIMU BO3MOXXHOCTSIMHM 3J0pPOBbs» ITIOHMMAETCS JIMLO, KOTOPOE B
pe3yJbTaTe yMBIIIJIEHHBIX WM HEYMBIIUICHHBIX JEHCTBUNA MOXKET HAHECTH YyIepo
00BbEeKTaM 3aluThI (pazaen 3).

Hapyummrenu noapasaenstorcsa no npuszHaky npuHagiexHoctd Kk UCIIIa. Bee
HapYIIHUTENH IEIATCS Ha ABE TPYIIIIbL:



BHEILIHUE HApyHIUTeNu — (QU3UYECKUE JIUIA, HE UMEIOIMEe MpaBa MpeObIBAHUS
Ha TEPPUTOPUM KOHTPOJIHMPYEMOM 30HBI, B IIpelesiax KOTOPOW pa3MenacTcs
obopynoBanue UCI1/IH;

BHYTPCHHHE HAPYIIUTETU — (PU3UYECKHUE JINIA, UMEIONINE TIPAaBO MPEOBIBAHMUS
Ha TEPPUTOPUM KOHTPOJIHMPYEMOM 30HBI, B IIpeleiiax KOTOPOW pa3MenacTcs
obopynoBanue UCII/IH.

Knaccudukanusa napymureneil npeacraBieHa B Mojenn yrpo3 0€30macHOCTH
MEePCOHANBHBIX AaHHBIX Kaxaou UCII/IH.

10. Moaesb yrpo3 0€30acHOCTH.

Hna UCIIa KOY «Hsranckas mikona — WHTEpHAT Uil OOYyYaroIIMXCs C
OTPaHUYECHHBIMU BO3MOKHOCTSIMU 3/I0POBBS» BBIICISAIOTCS CIEAYIONIME OCHOBHbBIC
KaTeropuu yrpo3 0€30MacHOCTH MEPCOHATBHBIX JTAHHBIX:

1) Yrpo3sl OT yTeUkH O TEXHUYECKUM KaHajlaMm.

2) Yrpo3bl HECaHKIIMOHUPOBAHHOTO J0CTyTa K HH(OpMAITUH:

Yrpo3bl yHUUTOXEHUS, xulleHusa anmapatHeix cpeactB WMCIIH HocuTenei
uHdopmaruu nytem gusznyeckoro goctymna k snementam UCITH.

YTrpo3bl XUIIEHHS, HECAHKIIMOHUPOBAHHONW MOAU(UKAIIMN WK OJOKUPOBAHUS
uH(popmanuu 3a cueT HecaHKIMoHupoBaHHOTo nocryna (HCJl) ¢ mpumeHeHueM
porpaMMHO-anmnapaTHbIX U MPOrPaMMHBIX CPEACTB (B TOM YMCIIE€ MPOTPaMMHO-
MaTEeMaTHYECKUX BO3JICHCTBUI).

Yrpo3sl HE NOpeAHAMEPEHHBIX ACWCTBUU IOJIb30BATEICH W HAPYLICHUH
oe3onacnoctu yukiumonupoanust UCI/In u C3I1/IH B ee cocTaBe u3-3a cOOEB B
NpOrpaMMHOM OOECIIEUCHHH, a TakKe OT YIrpo3 HEaHTPOHOreHHOoro (cOoeB
anmapaTypbl HW3-3a HEHAJIeKHOCTH JJIEMEHTOB, COOEB JJIEKTPONMHUTAHUS) U
CTUXHIHOTO (yAapOB MOJIHHM, MT0KapOB, HABOJHEHUH U T.I1.) XapakTepa.

YTrpo3sl IpeIHAMEPEHHBIX IEMCTBUM BHYTPEHHUX HAPYIIUTEICH.

YTrpo3bl HECAHKIIMOHUPOBAHHOTO JOCTYTA MO KaHAJIaM CBSI3H.

Omnucanue yrpo3, BEpOSTHOCTh MX pPEaln3allld, ONAaCHOCTh M AKTYaJIbHOCTb

MMpCaACTaBJICHbI B MOI[CJIH yYIrpo3 6630HaCHOCTI/I IICPCOHAJIBHBIX HaHHBIX K&)K,Z[Oﬁ
WCTI/Tn.

11. Mexanusm peanuzanun Konuenuum.

Peamuzanus KoHuenuuu JoJKHA OCYIIECTBIATHCS HA OCHOBE NMEPCHEKTHBHBIX
IPOrpamMM M IJIAHOB, KOTOPBIE COCTABIIAOTCS HA OCHOBAHHH U BO UCITOJIHEHHE:

- (enepampHbIX 3aKOHOB B oOjacTu obOecreyeHUs HHQPOPMAIMOHHOM
0€30IMacHOCTH 1 3alUTHl HHPOPMAIUH;

- mocranoByieHu [IpaBurenscrBa Poccurickon denepanuu;

- PYKOBOJSIIMX, OPraHU3ALMOHHO-PACIIOPAAUTEIBHBIX W METOOUYECKHUX
nokymeHtoB @CTIK Poccuu;

- mnorpebnoctert MCIIIn B cpeactBax obecrniedeHuss OE€30MaCHOCTH
uHdopMauu.



12. Oxunpgaembiii 3pPexT ot peanuzanun Konuenuum.

Peammzanms Konnenmuu 6e3omacaoctr [1J1a B UCITIH mo3BoIHT:

- oueHuTh cocTtosHue Oe3zonmacHoctd uHGMopmauuu WCII[AH, BBIABUTH
WCTOYHUKU BHYTPEHHUX M BHEIIHUX YyTpo3 HH(POpMAIMOHHOW O€30macHOCTH,
ONPENCIIUTh TMPUOPUTETHHIC HAIPABICHUS MPEIOTBPAILCHUS, OTPAXKEHUS U
HEUTpaIU3aluu 3TUX YIPO3;

- pa3paboTarh pacrnopsiIuTeIbHbIE U HOPMATUBHO-METOJUYECKUE JIOKYMEHTBI
npuMennTenbHo K UCI/IH;

- nmpoBecTH kiaccupuxanuio u ceptudukamnuo UCI1H;

- TMPOBECTH OPraHU3AIMOHHO-PEKUMHBIE M TEXHUYECKUE MEPOINPHUATHS TI0
obecrneuenuto 6e3omnacHoctu I1J1a 8 UCII/IH;

- o0ecneunTh HEOOXOAUMBIN YPOBEHBb O€30MTaCHOCTH OOBEKTOB 3aIUTHI.

OcyIIecTBICHHE 3TUX MEPOIIPUATHIN 00SCIICUNT CO3TaHUE SAUHOM, IIEJTOCTHON U
CKOOPJAMHUPOBAaHHON cucTeMbl uHMopManuonHo Oe3omacHoctn WCIIJIH u
CO3/1aCT yCJIOBUS JUIs €€ AalbHEHUIIIEr0 COBEPIICHCTBOBAHHSL.

IlepeyeHb 0003HAYEHHUIT U COKPALIIEeHNH, MCIOJIb3yeMbIX B KoHIenuuu
HHGPOPMALMOHHON 0€30I1aACHOCTH HH(POPMAIMOHHBIX CHCTEM NMEPCOHATbHBIX
nanHbix KOY «Hsaranckasi mkoJja — MHTEPHAT IJI51 00y4arouuXxcs ¢
OrpaHUYEHHBIMH BO3MOKHOCTSIMH 3I0POBbSD):

ABC — aHTHBUPYCHBIE CPEICTBA

APM — aBTOMaTHU3UpOBaHHOE paboUyee MECTO

BTCC — BcnomorarenbHble TEXHUYECKHE CPEACTBA U CUCTEMBI
UCII/In — nadopManinoHHas cucTeMa MepCOHATBHBIX TAHHBIX
K3 — xoHTponupyemas 30Ha

JIBC — nokanbHasi BBIYUCIUTENbHAS CETh

M3 — MexceTeBOi IKpaH

HC/I — HecaHKIIMOHUPOBAHHBIN JTOCTYTI

OC - onepanrioHHasi cuctema

II/{H — nepcoHabHbIEC TaHHBIE

IIMB — nporpamMmMHO-MaTEMAaTUYECKOE BO3AECUCTBUE

IO — nporpammHoe oOecrieueHue

II9MMUH — noGouHbIe 37EKTPOMArHUTHBIE U3IYYCHUS U HABOJKH
CA3 — cucrema aHanu3a 3alMILEHHOCTH

C3MU — cpeacta 3amuThl HGOPMALIUU

C3I1/In — cuctema (moacucTeMa) 3alliUThl NEPCOHATBHBIX JAHHBIX
COB — cuctema 06Hapy>KeHUsI BTOPKEHUI

TKYU — TexHudeckue KaHallbl yTeUKH WHpopMaIuu

YBIIH — yrpo3bl 6€301MacHOCTH MEPCOHAIBHBIX JAHHBIX
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