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BBenenue

Hacrosmass Konnenmus wundopmannonnoit 6e3onacHoctn UCIIAH sBiasercs
opuIMaNIbHBIM JIOKYMEHTOM, B KOTOPOM OIpe/elieHa CHUCTeMa B3IJISA0B Ha
obecrnieueHue nHPOPMAITMOHHOM 6€30TTaCHOCTH.

Heobxoaumocts pa3pabotkun Konuenmuu o0ycloBieHa CTPEMUTEIbHBIM
pacuperreM cepbl MPUMEHEHHUsST HOBEUIIUX MH()OPMAIMOHHBIX TEXHOJOTUN U
IPoIIeCcCoB, Mpu 00paboTke wHGOpMAMKH BOOOIIE, W MEPCOHAIBHBIX JAaHHBIX B
YaCTHOCTH.

Hacrosmas Konuenius onpeensieT OCHOBHbBIE 1IEJIM U 3a/1a4l, a TAaKKe OOIIyIO
CTpaTerui0 MOCTPOCHHS CHUCTEMBI 3alluThl TMepcoHaNbHbIX OaHHbIX (C3IIH).
Konunenuus omnpenensier OCHOBHbIE TpeOOBaHUS M 0a30Bble MOAXOAbl K HX
peanuzaiuu, 1 T0CTHXKEeHHs TpeOyeMoro ypoBHs 0€301acHOCTH MH(popMaIu.

Konuenuust pa3pabotaHa B COOTBETCTBUM C CHUCTEMHBIM TMOJXOJOM K
oOecrieueHuto  UHPoOpMaUMOHHON  Oe3omacHocTH.  CHCTEMHBIH  MOAXOJ
NpeAnoyaraeT  NPOBEACHUE  KOMIUIEKCA  MEPONPHUATHH,  BKIHOYAIOIINX
UCCJIeIOBaHUE yrpo3 MHGOPMAIIMOHHON 0€30MacHOCTH M pa3palOTKy CHCTEMbI
3ammThl  [I/IH, ¢ 0O3MUMM KOMIUIEKCHOTO TIPUMEHEHHMS TEXHHUYECKUX U
OpPraHU3alMOHHBIX MEP U CPEJICTB 3AILUTHI.

[Ton wunHpopmarmonHO# Oe3omacHOCThI0 II/[H MOHMMaeTcs 3alIUIEHHOCTH
NEPCOHANIBHBIX JIaHHBIX M 00paldaThIBalOIIe HX HHPPACTPYKTYpE OT JHOOBIX
CIIyYalHBIX WJIM 3JI0OHAMEPEHHBIX BO3JCHCTBHM, PE3YJIbTaTOM KOTOPBIX MOXKET
SBUTHCSI HaHeceHue ymiepba camoi uHpoOpMaiuu, €€ BiajenblaM (CyObekTam
[1dn) wiu undpactpykrype. 3agauu nHGOPMAIMOHHON 0€30MaCHOCTH CBOISATCS K
MUHHUMU3AIUK yiepoda OT BO3MOXKHOW peanu3anuu yrpo3 6ezomacHoctu [1J[H, a
TaKke K MPOTHO3UPOBAHUIO U MIPEAOTBPAIICHUIO TAKUX BO3JICHCTBUM.

KoHuenuust cay>KUT OCHOBOMU IS pa3paO0TKH KOMIUIEKCA OPTaHU3AIMOHHBIX U
TEXHUYECKUX Mep Mo olecredeHuio MHGOPMAIMOHHONW 0€30MacHOCTH, a TaKKe
HOPMATHUBHBIX U METOJMYECKUX TOKYMEHTOB, 00€CIIEUNBAIOIINX €€ pean3aIluio,
W HE TMpeanojiaraeT MOJAMEHbl (DYHKIMI TOCYIapCTBEHHBIX OPraHOB BIACTHU
Poccuiickoit  ®denepanmm, oTBeHarommx 3a oOecreueHne  0e30macHOCTH
MH(OPMAITMOHHBIX TEXHOJIOTHH U 3aIUTY WH(DOpMAIIUH.

Konuenuus sBisgeTcst METOIOJIOTHYECKOM OCHOBOM IJIS:

- (GopmupoBaHUS W TPOBEACHUSA €IWHOW TOJMTUKU B 00JacTuU oOecredeHus
oezonacuoctu [1JIn B UCIT/IH;

- TPUHATUS YIPABICHUECKUX PEIICHUN W pa3paOOTKH, MPAKTUYECKUX MEP IO
BOIUIONICHUIO TONUTUKM Oe3omacHOocTH [IJ[H ©  BBIpaOOTKM  KOMILIEKCA
COTJIACOBAHHBIX Mep HOPMAaTHUBHO-TIPABOBOTO, TEXHOJIOTUYECKOTO u
OpraHU3aIlMOHHO-TEXHUYECKOTO0 XapaKTepa, HaMpaBJICHHBIX Ha BbBIABJICHUE,
OTPAKEHHE WU JIMKBUJALUIO MOCIEICTBUI peaiu3allid Pa3IMyHbIX BHUJIOB YIpo3
IT]1H;

- KOOpPAUHAIMU ACSITEIbHOCTU CTPYKTYPHBIX MOApPa3/IeICHUN IPU MPOBEICHUU
pabotr mo pasutuio W okcruryataruu WCII[H ¢ cobmonenuem TpeOoBaHUMN
obecnieuenus 6e3omacHoctH I1/1H;



- pa3pabOTKH  TPEMJIOKEHWH 10  COBEPIICHCTBOBAHWIO  MPABOBOTO,
HOPMATHUBHOTO,  METOJWYECKOTO,  TEXHHYECKOTO W  OPTaHHU3aI[MOHHOTO
obecneuenus 6ezomacHoctu [1/1n 8 UCII/H.

[TpaBoBoii 6a3oii 11 pazpaboTku Hactosme KoHienuu ciryxar TpeOoBaHHsI
neicTByromux B Poccuu 3aKOHOMATENBHBIX M HOPMATHBHBIX JOKYMEHTOB TIO
obecrieueHuto0 0e30MacHOCTH epcoHaNbHBIX JaHHBIX (ITJ1H).

1. O0uMe MOJI0KEHUSA

Hacrosmas Konnernus onpeensieT OCHOBHBIE 1IETU U 33/1a4H, a TAaK)Ke OOIIYIO
CTpaTEruio MOCTPOCHUSI CUCTEMBI 3alUThl TepcoHanbHbIX AaHHbIX (C3I1/In) KOY
«Hsranckass mkona — HMHTEpHAT Uil OOY4YalOMIMXCA C OrPaHUYEHHBIMHU
BO3MOXHOCTSIMU 310pOBbs», B coorBeTcTBUM € [lepeunem MCIIIH. KoHuenius
OTIpeJIEIISIET OCHOBHBIE TpeOOBaHUs M 0a30BbIE MOJXOJbI K WX peaqu3aluu, JIs
JOCTIKEHUSI TpeOyeMoro ypoBHs 6€301MacHOCTH HH(OpMAIUH.

C3I1dn npencraisieT co00M COBOKYMHOCTh OPTaHU3AIMOHHBIX U TEXHUYECKUX
MeponpusaTaid s 3auThl [I/IH OT HempaBOMEPHOTO WM CIIy4alHOTO JOCTyMa K
HUM, YHUYTOKCHUSI, U3BMEHEHHUSI, OJIOKUPOBAaHUS, KOMMUPOBAHUS, PACIIPOCTPAHEHUS
[1/1H, a Tak:Ke MHBIX HETIPABOMEPHBIX JEHCTBUM C HUMHU.

be3onacHOCTh TMEpPCOHATBHBIX JIAHHBIX JIOCTUTAETCS IyTEM HCKIIOYEHUS
HECAHKIIMOHUPOBAHHOTO, B TOM YHCJI€ CIIy4allHOro, JOCTyna K MEepPCOHAIbHBIM
JIAHHBIM, PE3YJIbTaTOM KOTOPOTO MOXET CTaTh YHUUYTOXKEHUE, HW3MEHEHHE,
0JIOKMpOBaHUE, KOMTUPOBAHUE, PACTIPOCTPAHEHUE TTEPCOHATBHBIX JAaHHBIX, a TAKXKE
WHBIX HECAaHKIIMOHUPOBAHHBIX JEHCTBUM.

Crpykrypa, coctaB u ocHoBHbIC (yHkiuu C3II[IH ompenensroTcs UCXonas H3
kinacca MCIIAn. C3IIJJH BKiIIO4aeT OpraHW3allMOHHBIE MEpPbl U TEXHUYECKHUE
cpenctBa  3amuThl  wHopMmamuu (B TOM  4yHcie  MU(pPOBAIbHBIC
(kpunrorpagpuIecKkue) CpEICTBa, cpeacTBa MpeI0TBpAIICHHUS
HECAHKIIMOHUPOBAHHOTO JIOCTYIA, YTEYKA HMHPOPMAIMK TI0 TEXHHUUYECKUM
KaHajaM, MPOrpaMMHO-TEXHHYECKUX BO3JCHCTBUN Ha TEXHUYECKHE CPEACTBA
oopabotku [IJ[H), a Takxke wucnoib3lyemble B HHPOPMAIMOHHOW CHCTEME
WH(POPMAIIMOHHBIE TEXHOJIOTUH.

DT MephI MPU3BaHbI 00€CTICYUTH:

- KOH(QUACHIHMAIBHOCTh HHGOpPMAIMK (3allUTa OT HECAHKIMOHUPOBAHHOIO
O3HAKOMJICHU);

- IEJOCTHOCTh HWH(OpManuu (aKTyaJbHOCTb M  HENPOTHBOPEYUBOCTH
uHpopMalu, €€ 3allUIIeHHOCTh OT pa3pylIeHUs U HECAaHKIIMOHUPOBAHHOTO
U3MEHEHHUS);

- IOCTYIMHOCTh MH(MOpMAIMK (BO3MOXKHOCTh 33 MPUEMJIEMOE BPEMsl MOTYYUTh
TpebyeMyto HHPOPMAITMOHHYIO YCIYTY).

Cragum co3ganus C3I1/IH BKIIIOYAIOT:



- TNPEeANpOEKTHasl CTaaus, BKJIOYAIOIIasg MPEANPOCKTHOE OO0CIeI0BaHe
NUCII/dH, pa3paboTKy TEXHHYECKOTO (YacCTHOTO TEXHUYECKOrO) 3aJaHMsl Ha ee
CO3/aHMUE;

- CcTaausd NpoeKTUpoBaHus (pa3paboTku mnpoektoB) U peanuzauuu WCII/H,
BKurovaronias pazpadotky C3I1n B cocrase UCII/IH;

- cranusa BBoja B nercreue C3II/IH, BKIOYArOMas ONBITHYIO SKCIUTyaTalUo U
IPUEMO-C/IaTOYHbIE UCHBITAHUS CPENCTB 3AIIMTHl MH(OPMALIUU, a TAKXKE OLIEHKY
cootBeTcTBUs MICII/H TpeGoBanusiM O6e30macHoCTH HH(GOPMAIIUH.

OpraHu3alMoHHbIE MEpbl MPEAYCMATPUBAIOT CO3JaHUE M MOJAEp)KaHUE
npaBoBoi 0a3pl Oe3zomacHoctu [IJ[H u pa3paboTky (BBeneHHUE B JACHCTBHE)
npexycMoTpeHHbIX  [lomuTukoit  mHpOpManuonHo OezomacHoctu  MCIIIn
CJIEIYIOIMX OPTaHU3aUOHHO-PACTIOPAIUTEIbHBIX JOKYMEHTOB:

- [Inan meponpustuii no oOecneuenuto 3amuthl [IJIlH mpu ux ob6paboTke B
NCI1/H;

- [Inan MeponpusaTHii o KOHTPOI0 obecnieuenus 3amuTsl [1/1H;

-NHCcTpyKums pezepBHOro konupoBaHus naHHbIXx KOV «Hsranckas mkosa —
MHTEPHAT JJIs1 00y4aroUmXxcs ¢ OrpaHUYEHHBIMU BO3MOKHOCTSIMU 3/10POBbSDY;

- WHCTpyKuus 1O YCTAaHOBKM HOBOTO, MOJU(MUKAIMM M TEXHUYECKOMY
OOCIIy’)KMBaHUIO HCIOJb3yEMOT0 MPOTPaMMHOIO0 OOECHEeUEeHUs] U alnapaTHBIX
CPEACTB UHPOPMAIIMOHHBIX CUCTEM MEPCOHATIBHBIX JTAHHBIX;

-UucTpyknuss mo opraHm3aunu aHTuBHpycHoM 3anmTel KOY  «Hsranckas
IIKOJIAa — HWHTEpPHAT A OOy4YalolIMXCAi C OrPAHUYEHHBIMH BO3MOXHOCTSIMU
3I0POBBSY;

-MHCTpyKUMsT 1O  OpraHu3alMd  MapoJIbHOM  3allUThl  JIOCTyNMa K
MH(OPMAILMOHHBIM PECYpCaM, COIEPKAIIUM IEPCOHATbHBIEC JAHHBIE,

-HCTpYyKIHS 1TO0 BHECEHUIO U3MEHEHHUM B CIIMCKH ITOJIB30BATENEN U HAJICIICHUIO
UX TOJHOMOYMSMH JocTynma K pecypcaM «VHpOpManmMoHHBIX cHUCTEM
NIEPCOHAIIBHBIX JaHHBIX»;

-Illopsinoxk ~ mpoBeneHust — kiaccupukauud — MHPOPMALMOHHBIX  CUCTEM
NIEPCOHAIIBHBIX JAHHBIX;

-NHcTpykiust  mosib3oBatenss HMH(OPMALIMOHHOW CHCTEMbI  MEPCOHAIbHBIX
JAHHBIX;

-Uuctpykimss mo  obecrieueHUI0 0O€30MacHOCTH  JKCIUTyaTallid  CPEACTB
kpunrorpaduueckoit 3auutel nHGopmarmu (CK31) B KOV «Hsranckas mkomna —
WHTEpHAT J1J1s1 00YYAIOIINXCS C OTPAaHUYEHHBIMU BO3MOKHOCTSAMH 370POBBS»;

- JomxHocTHass nHcTpyKuus aamuuuctparopa MCII[H B yacTtu obecrniedeHus
oezonacnoctu [1JIn npu ux o6padotke B UCIIIH;

- JlomxHOCTHAst MHCTPYKIMS aaMuHucTparopa 6ezonacnoctu MCII/IH;

- HCcTpyKIMs Ha ciydyall BOSHUKHOBEHUS BHEIITATHOM CUTYalUU;

- Pexomenaanuu mno MCHOJIb30BAaHUIO MPOTPAMMHBIX W alllapaTHBIX CPEICTB
3aIUTHI HHPOPMAITUH.

TexHu4ecKue Mephl 3allUThl PEATU3YIOTCS MPU MOMOIIM COOTBETCTBYIOLIUX
IPOrPaAMMHO-TEXHUYECKUX CPEJICTB U METOJ/IOB 3aILUTHI.

2. 3az1aqn CUCTEMBI 3AIIIUTHI NIEPCOHAJIBHBIX TaHHBIX



OcHoBHoi 1enpro C3IIIH sBISeTCS MUHUMM3aLMS yiiepoda OT BO3MOXKHOMU
peanuzanuu yrpo3 6ezonacHoctu [1/]H.

Jlns moctrkeHust oCHOBHOM 1ieu cucteMa 6e3omacHoctu [1a MCITIa nomkHa
oOecrieunBath 3(hPEKTUBHOE PEIICHHUE CASAYIOMNX 3a]1ay:

- 3amMTy OT BMewarenbcTBa B mporecc ¢GyHkuuonupoanuss WCIIIH
MOCTOPOHHUX JUI (BO3MOKHOCTh HCIOdb30BaHust AC U JIOCTYIl K €€ pecypcam
JOJDKHBI  MMETh  TOJIBKO  3apErMCTPUPOBAHHBIC  YCTAHOBJIEHHBIM MOPSIAKOM
MI0JIb30BATEIIN ),

- pa3rpaHUyYEeHUE JIOCTYIIA 3aPETUCTPUPOBAHHBIX MOJIB30BATENIEH K anmnapaTHbBIM,
nporpaMMHbIM U uH(popMmannoHHbIM pecypcam MCIIH (BO3MOXXHOCTBH JOCTYyIIa
TOJIBKO K TEM PECypCaM U BBITIOJHEHUS TOJIBKO TEX OINEpalil C HUMH, KOTOPbIE
HEOOXOMMBbl KOHKpETHbIM Tonb3oBatessiMm MCII[IH 1yis1 BBIMOJHEHUST CBOUX
CIIy’KEOHBIX 003aHHOCTEH ), TO €CTh 3aIIUTY OT HECAHKIIMOHUPOBAHHOTO JJOCTYTIA!

a) k uHpopmaruu, nupkyaupyromend B UCIIH;

0) cpencrBam BeruuciauTeabHoN Texauku UCIIH;

B) alapaTHbIM, MPOTPAMMHBIM W KPUNTOTPaPUUECKUM CpEACTBAM 3alllUTHI,
ucnoiaszyembiM B UCIT/IH;

- PErUCTpALMIO JIEUCTBUM IMOJIb30BATEIICH IIPU HMCIOJb30BAHUU 3alIUIAEMBbIX
pecypcoB HCII/IH B CHUCTEMHBIX XKypHaJlaX W MEPUOJUYECKUI KOHTPOJIb
KOPPEKTHOCTH JEHWCTBUM MOJIB30BATENICH CHUCTEMBI ITyTEM aHAIU3a COIEPKUMOTO
ATUX KYPHAJIOB;

- KOHTPOJIb UEJIOCTHOCTH (0OecriedyeHne HEU3MEHHOCTH) Cpeibl HCIOJHEHUS
MPOrpaMM U €€ BOCCTAHOBJICHUE B CIIy4ae HapyIICHUS,

- 3aIIUTy OT HECAHKIMOHUPOBAHHOW MOAU(UKAIMUA U KOHTPOJIb LIEJIOCTHOCTH
ucnonp3yeMbix B MCII/IH nmporpaMMHBIX CpPEACTB, a TAKKE 3aLIUTy CHUCTEMBI OT
BHEJIPEHHS] HECAHKIIMOHUPOBAHHBIX MPOrpamMM;

- 3amuTy [I/I[H OT yTeyku Mo TEeXHHMYECKMM KaHajllaM Ipu ee o0paboTke,
XPaHEHUH U Mepeiaye Mo KaHaiam CBA3U;

- 3amuty [1JIH, Xxpanumoii, oOpabaTbiBaeMoll W mepeaBaeMoi IO KaHajlaM
CBSI3M, OT HECAHKIIMOHUPOBAHHOI'O Pa3TJIAlICHUs NI UCKAXKEHUS;

- obecrieueHre JKUBYUECTH KPUNTOrpapuIeCKUX CPEACTB 3alUThl HHPOpMaIIUU
[P KOMIIPOMETALUH YACTH KIIFOUEBOU CUCTEMBI;

- CBOEBPEMEHHOE BBISIBJICHHE UCTOYHUKOB yrpo3 Oe3omnacHoctu [1J[H, mpuiuH u
YCJIOBUHM, CIOCOOCTBYIOIIMX HaHECeHHWIO yiiepOa cyowrekram II/IH, co3mganue
MEXaHHM3Ma OIIEPAaTUBHOIO pearupoBaHusi Ha yrposbl Oe3omacHoctd [IJIH u
HETAaTHUBHbIC TCHACHIINM;

- CO3/IaHWE YCJIOBUM IJIT MUHMMHU3AIMU U JIOKAJIM3alMd HAHOCUMOTO yiiepOa
HEMPABOMEPHBIMU JIEUCTBUAMH (U3UYECKUX U IOPUIAMYECKUX JIMI], Oclla0jeHue
HETaTHUBHOTO BIMSHUS W JUKBUIAIMS TOCJIEICTBUIA HapyIIeHUs 0€30MacCHOCTH

I11x

3. O0beKThI 3alUTHI.

3.1 Ilepeuenp nH(POPMALIMOHHBIX CUCTEM



B KOV «Hsranckas mkona — UHTEpHAT ISl 00Y4arOUINXCs ¢ OrPaHUYCHHBIMU
BO3MOYKHOCTSIMHU 3JI0POBbs» MPOU3BOJUTCSA 00paOOTKa MEPCOHABHBIX JTaHHBIX B
MH(OPMAIMOHHBIX CUCTEMa 00pabOTKHU MEPCOHATBHBIX JIAHHBIX, MEPEUUCICHHBIX
B nnepeune MCII/IH.

3.2 [lepeueHb OOBEKTOB 3aIUTHI

OObekTaMu 3allUThI SABISAIOTCS — UHGopMalus, oopadbarsiBaemas B UCIIH, u
TEXHUYECKUE cpeacTBa ee o0paboTku M 3aumuThl. [lepedeHb NEepCcOHaIbHBIX
JAHHBIX, MOJyIeXKallIne 3anmTe, onpeaencH B [lepeuHe mepcoHaNbHBIX JaHHBIX,
noaexanux 3amuTte B UCII/.

OOBEKTHI 3aIIUThI BKIIOYAIOT:

1) O6pabateiBaeMast HH(pOpPMAIIHS.

2) Texnomornueckass HHGOPMAIIHSL.

3) [IporpaMMHO-TEXHUYECKHUE CPEACTBA OOPAOOTKH.

4) Cpenctsa 3antutsl [1/1H.

5) Kanainbsr uHdopMaimioHHOro 0OMeHa 1 TeIEKOMMYHUKAIIIH.

6) OOBEKTHI U IOMENIEHUS, B KOTOPhIX pa3MenieHbl komnoHeHTsl UCTTIH.

4. Kuaccupukanusa  mouab3oBaresieii  HMHPOPMAUMOHHOH  CHCTEMBI
MEePCOHAJBHBIX JAHHBIX.

[Tonb3oBatenem UCII/IH aBisieTcs MU0, y4yacTBYyIoLee B PyHKIMOHUPOBAHUH
MH()OPMAIMOHHOW CHUCTEMbl TMEPCOHANbHBIX JAHHBIX WA HCIOJb3YIOIIEe
pesyabTathl ee ¢dyHkimoHupoBanus. [lons3oBatenem WCII[H siBisercs ro0oit
corpynauk KOV «Hsaranckas mikona — UWHTEpHAT [ OOydYaromuxcs C
OTPaHUYEHHBIMH BO3MOKHOCTSIMU 340pOBbs», uMeronui noctyn k UCII/Ix u ee
pecypcaM B COOTBETCTBHM C YCTAHOBJIEHHBIM MOPSAKOM, B COOTBETCTBUHU C €r0
GyHKIIMOHATBHBIMHA 00SI3aHHOCTSIMU.

ITonw3oBarenu UCII/IH nensTcsa Ha TP OCHOBHBIE KaTETOPUM:

1) Anvunuctpatop WCIIAH. Cotpynnuku KOV «Hsranckas mkoma —
UHTEpHAT s OOy4aroluxcs C OTrpaHMYEHHBIMU BO3MOXKHOCTSIMHU 370POBbSI,
KOTOPBIE 3aHUMAIOTCSI HACTPOMKON, BHEIPEHUEM M CONPOBOXKICHHEM CHCTEMBI.
Anvunauctpatop UCII/IH o61agaeT cienyomuM ypoBHEM JOCTYIIA:

o obnamaer mosHOW MH(OpMaLKed O CUCTEMHOM W MPUKIATHOM MPOTrPAMMHOM
oo6ecrieuernun UCII/IH;
O o0Oyamaer MoJHOM MH(pOpMaLUel O TEXHUYECKUX CPEJCTBAX U KOH(PUTypaluu

NCTIH;

O HMMEeT AOCTYN KO BCEM TEXHHYECKHM CpeAcTBaM 00pabOTKM HH(POpMALMHU U
nanubiM UCITIH;

O obnamaer mnpaBaMd KOH(PUIYPUPOBAHHMS M aJAMUHUCTPATUBHOW HACTPOMKHU
texHuueckux cpencts UCITIH.

2) Iporpammuct-pazpadorunk UCITIn. Cotpyaauku KOY «Hsranckas mikomna
— HMHTEpHAT Al OOYyYaromMXCS C OTPAaHUYEHHBIMU BO3MOXKHOCTSMHU 370POBBSI»
WIA CTOPOHHUX OPTraHU3alMi, KOTOPbIE 3aHUMAIOTCS pa3pabOTKOIl MPOrpaMMHOTO
obecrnieuenus. Paspaborunk MCII/IH obnagaeT cieayronmm ypoBHEM JOCTYyIIA!



o obmamaer wuHpopManueil 00 aiaropuT™Max U mOporpammax —oOpabOTKu
unpopmaruu Ha UCI/IH;

O o0namaer  BO3MOXKHOCTSMH  BHECEHMS  OIIMOOK,  HEAEKJIApUPOBAHHBIX
BO3MOXKHOCTEH, MPOrpaMMHBIX 3aKJIaJOK, BpPEIOHOCHBIX IpOrpaMM B
nporpammuoe obecrnieuenrie MCII[IH Ha craguu ee pa3paOOTKU, BHEAPECHUS U
COMPOBOXKJICHUS,

O MOXET pacroJiaraTh JOObBIMU (PparMeHTaMd HHGPOPMALMU O TOIMOJIOTUU
UCII[lH u TexHu4eckux cpeactBax oOpabotku u  3amutel  [1/IH,
obpabareiBaembix B UCIIT/]H.

3) Onepatop UCIIAH. Cotpynauku KOV «Hsranckas mkona — UHTEpHAT IS
00y4arolmxcs C OrpaHUYCHHBIMH BO3MOXKHOCTSIMU 3/I0POBbS» YYacTBYIOIIWE B
nporecce akcruryaranmu WCIIJIH. Omeparop WCIIJIH oGnamaer ciemyronum
YPOBHEM JIOCTYTIA:

O oOiamaer BCeMH HEOOXOMUMBIMU aTpuOyTamu (Hampumep, MapoJieM),
o0ecreunBaOIIUMU JOCTYTI K HEKOTOpOMY NoAMHOecTBY [1/1H;

O pacrosiaraeT KoH(GUIEHIIMATLHBIMHU TaHHBIMHU, K KOTOPHIM UMEET JOCTYII.
Kareropuu mosb3oBaTeneil MOMKHBI OBITH omnpeaencHsl ais kaxaon MCIIIH.

JIOMKHO OBITh YTOYHEHO pa3/ielieHHEe COTPYAHUKOB BHYTpU KaTeropui, B

COOTBETCTBUM C THIIAMM IIOJIb30BaTeNe onpeneiacHHbiMu B IlonnTuke

nH(OPMAITMOHHON O€30MTaCHOCTH.

JIst Bcex BBISIBJICHHBIX TPYMI MOJIb30BATENEH ONMPEEsSIOTCs MpaBa JoCTyna K
anementam MCII[IH m orpaxarorcs B Marpune poctyna B Ilomoxennn o
pa3rpaHUYEeHUH MPaB JOCTyINa K 00padaThIBAEMbIM NEPCOHATBHBIM JTaHHBIM.

5. OCHOBHbIC NPUHUHUINBI MOCTPOCHUSA CHCTEMbl KOMILJIEKCHOM 3allMThI
uHopmanmu.

[Toctpoenue cucremsr obOecrneuenuss OesomacHoctn I[1[ln UCITJn KOV
«Hsranckass 1mkojia — HWHTEpPHAT JUIS OOYyYarIIUMXCS ¢ OrpaHHYEHHBIMU
BO3MOXXHOCTSIMHU 37I0POBbSl U €€ (DYHKIIMOHUPOBAHHUE JOJDKHBI OCYIIECTBIISATHCS B
COOTBETCTBHUHM CO CJICAYIOUIUMU MPUHITUIIAMMU:

- 3aKOHHOCTb;

- CUCTEMHOCTb;

- KOMILUIEKCHOCTb;

- HEMIPEPHIBHOCTH;

- CBOEBPEMEHHOCTb;

- MPEEMCTBEHHOCTh ¥ HEMPEPHIBHOCTH COBEPIIICHCTBOBAHUS;

- IEPCOHAJIbHAsI OTBETCTBEHHOCTB;

- MUHHMU3ALHS TTOJTHOMOYHIT;

- B3aMO/ICMICTBUE U COTPYIHUYECTBO;

- THOKOCTh CUCTEMBI 3aIlHUTHI;

- OTKPBITOCTH AJITOPUTMOB M MEXaHU3MOB 3aIIUTHI;

- IPOCTOTa MIPUMEHEHHUS CPEACTB 3aIUTHI;

- Hay4YHasi 000CHOBAaHHOCTh U TEXHUYECKAs PEATM3yeMOCTh;

- cTIeHANIM3aIKs ¥ MpodheCCUOHATN3M;



- 00513aTEIBHOCTH KOHTPOJISI.

5.1. 3akoHHOCTB

[Tpenmnosaraer ocymecTBICHUE 3alIUTHBIX MeponpusaTuil u pazpadborky C3I1/1n
KOV «Hsranckas mkoja — MHTEpHAT JUIsl OOYYalOIIMXCS C OTrpaHUYEHHBIMU
BO3MOXKHOCTSIMH 3/JOPOBBS» B COOTBETCTBUH C JIEUCTBYIOLIMM 3aKOHO1aTEIbCTBOM
B obOmactu 3amutel IIJlH W JIpyruXx HOPMAaTHBHBIX AKTOB 10 0O€30IaCHOCTH
uHbOpMaIK, YTBEPKICHHBIX OpraHaMu rOCYJapCTBEHHOM BIIACTH M YIPaBICHUS
B IIpe/iesIax UX KOMIIETCHIIHH.

[Tonw3oBatenu u oocnyxuBatomuid nepconan [1/{u 8 UCIIn KOV «Hsranckas
MIKOJIa — WHTEpPHAT Ui OOYYaromIMXCsi C OrpaHMYEHHBIMH BO3MOXKHOCTSIMHU
3IOPOBBS» JIOJDKHBI OBITH OCBEJOMJICHBI O TOpsAKEe paboThl € 3allUIIaeMOi
uH(popmanuen 1 00 OTBETCTBEHHOCTH 3a 3auThl [1J1H.

5.2. CuCTEMHOCTH

Cuctemubii noaxon k mnoctpoeHuto C3I[[In KOV «Hsaranckas mkona —
WHTEpHAT JUIsi OOYyYaromIMXcsi ¢ OrPAaHUYEHHBIMH BO3MOXKHOCTSIMU 370POBBS
NpEeAnoyaraeéT  y4eT BCEX  B3aUMOCBA3aHHBIX, B3aUMOJCHCTBYIOIIMX U
U3MEHSIOIUXCS BO BPEMEHHU DJIEMEHTOB, YCIOBUU M (DAKTOPOB, 3HAUMMBIX JIJIS
MOHMMAaHHUS U pelIeHus: npoonembl obecrnedeHus Oe3zomacHoctu [1[In UCIIIn
KOVY «Hsranckass mkojga — MHTEpHAT Il OOy4YaloOIIMXCA C OTrPaHUYECHHBIMU
BO3MOXKHOCTSIMU 3I0POBBSI.

[Ipu co3manuu CUCTEMBI 3aIMTHI TOJKHBI YUYUTHIBATHCS BCE clladble U Hauboiee
ysI3BUMbIE MecTa cuctembl o0pabotku I[I/[H, a Takxke XapakTep, BO3MOXKHbBIC
OOBEKTHI U HaIPaBJICHUS aTaK Ha CUCTEMY CO CTOPOHBI HapymuTesneil (0coOeHHO
BBICOKOKBAJIM(PDUITUPOBAHHBIX  3JIOYMBIILJICHHUKOB), IyTH TMPOHUKHOBEHUS B
pacnpenenenubie cuctembl 1 HCJ[ x unbopmarmu. Cuctema 3aliuThl JOJDKHA
CTPOUTHCS C YUETOM HE TOJIBKO BCEX M3BECTHBIX KaHallOB NpoHUKHOBeHUS u HCJ]
K uH(MOpMAIUU, HO U C YYETOM BO3MOKHOCTH TMOSBJICHUS TPUHITUITHATILHO HOBBIX
myTeH peaau3aiuu yrpo3 0€30MacHOCTH.

5.3. KoMIJIEKCHOCTh

KoMiiekcHOe  MCIOJIb30BaHUE METOJOB W CPEACTB 3alIUThl MPEANOJIaraeT
COTrJIaCOBAaHHOE MPUMEHEHHE Pa3HOPOIHBIX CPEACTB MPHU MOCTPOCHUHU IIEIOCTHOU
CUCTEMBI 3aIlUThI, TMEPEKPHIBAIOIICH BCE CYIIECTBEHHbIE (3HAUYMMBbIC) KaHaJIbl
peanu3aluuyd yrpo3 M HE cojepxkalieil cinabblXx MECT Ha CThIKaxX OT/AENbHBIX €€
KOMITOHEHTOB.

3ammra AOHKHA CTPOUTHCS SUIETIOHUMPOBaHO. I KaXKIoro KaHajla yTEYKH
uHpopMaluu W IS KaXJO0M yrpo3bl 0€30MacHOCTH JIOJDKHO CYIIECTBOBATH
HECKOJIBKO 3alUTHBIX pyOexeil. Co3naHne 3aIUTHBIX pyOekei OCyIeCTBIIETCS C
YU4ETOM TOTO, 4TOOBI JJIi UX MPEOJIOJIEHUSI MOTEHLUHAILHOMY 3J0YMBIIUICHHUKY
TpeOoBaUCh Mpo(eccHOHANbHbIE HABBIKM B HECKOJBKHUX HEB3aMMOCBSI3aHHBIX
o0nacTsx.

Buemmnsss 3ammTa  gomkHa oOecrneuyuBaThCs  (DM3MUYECKMMHU  CPENICTBAMH,
OpPraHM3allMOHHBIMU U TPaBOBbIMH Mepamu. OgHUM H3 Hanbolsiee YKpEeIJICHHbBIX



pyOexel pu3BaHbl OBITh CPEJCTBA KPUNITOTPA()UUECKON 3aIIUTHI, PeaTM30BaAHHBIC
¢ wucnoyib3oBanuem TexHojmoruu VPN. IlpuxiianHol ypOBEHb  3alllUTHI,
YUUTHIBAIOMINN OCOOCHHOCTH TPEIMETHOM OO0JACTH, MPEJCTaBIsET BHYTPEHHUN
pyOEX 3alUTHI.

5.4. HenpepbIBHOCTH 3aIlIUThI IEPCOHAIIBHBIX TAHHBIX

3amuta [I/[H — HE pa3oBOoe MEPONPUATHE W HE NPOCTAasi COBOKYIHOCTH
MIPOBEICHHBIX MEPONPUSATHN U YCTAHOBJICHHBIX CPEJICTB 3aILUTHI, & HEPEPBIBHBIN
LEJICHAIIPABIICHHBIA TPOLECC, MPEANOJIAraloluil MPUHATHE COOTBETCTBYIOIINX
Mep Ha Bcex dTtamnax xu3HeHHoro nukia UCIT/H.

NCII[H no/KHBI HAaXOAUTHCA B 3AIMIIEHHOM COCTOSIHUM Ha MPOTSKEHUU
BCETO BpeMEHU WX (YHKIIMOHUPOBAHUSA. B COOTBETCTBUM C ATUM MPHUHITUTIOM
JOJDKHBI NPUHUMATBCS Mepbl 1o HenmomymeHuto nepexoma HWMCII[H B
HE3aIlHUIIEHHOE COCTOSIHUE.

boapmmHCTBY  (QU3MYECKUX UM TEXHUYECKUX  CPEACTB  3alIUThl  JUIA
3G ()EKTUBHOTO  BBIMOJHEHUST CBOMX (YHKIHMM HeoOXoauma  IOCTOSTHHAs
TEXHUYECKas 151 OpraHHU3alMOHHAS (amIMHUHHUCTpPATUBHAS) NOJIEPKKA
(cBOeBpeMEeHHasi CMEHAa U OO0ECIeUYeHHE MPaBUIBLHOTO XPAHEHUS] W TPUMEHEHHUS
UMEH, MapoJied, KIYed Mmu(ppoBaHus, NEpeorpeaesieHue MOJTHOMOYUN U T.IL.).
[lepeppiBbI B paboTe CpeAcTB 3allUThl MOTYT OBITb  HCIOJIb30BAaHbI
3JIOYMBIIIJICHHUKAMA IS aHAlIN3a MPUMEHSIEMBIX METOJOB M CPEJICTB 3AIMTHI,
JUIS BHEAPEHUS CIICHHUAIIBHBIX IPOIPAMMHBIX M allapaTHBIX '3aKJIAN0K" U IPYTHUX
CPEACTB  NPEOAOJICHHUS  CHUCTEMBbI  3alllUThl  IIOCI€  BOCCTAHOBJICHUS €€
(GyHKIHOHUPOBAHMUS.

5.5. CBOEBPEMEHHOCTH

[Ipennonaraer ynpexaarmonui xapakrep Mep odecrnieueHus 6e3onacuoctu [1J1H,
TO €CTh MOCTAHOBKY 3ajJa4y 1o koMmiiekcHou 3amure UCII/H n peanuzanuio Mep
obecrieuenusi OezomacHoctu I[IJIlH Ha panHux cramgusx paspadorku MCIIIu B
I[EJIOM U €€ CUCTEMBI 3aIIUThl HH(OPMAIUH, B YaCTHOCTH.

Pa3zpaboTka cucTteMbl 3alUThI TOHKHA BECTUCH MapaJIeIbHO ¢ Pa3pabOTKON U
pa3BUTHEM CaMOW 3alIUIIAeMOM CHUCTEMbI. DTO TO3BOJIUT Y4YeCTh TpeOOBaHUS
0€30MacHOCTH TP MPOSKTUPOBAHUH APXUTEKTYPHI M, B KOHEUHOM CUE€Te, CO3/1aTh
Ooonee Hs(¢¢exkTuBHbIE (Kak IO 3aTpaTaM pPECypcoB, TaK M 1O CTOMKOCTH)
3aIUIICHHBIC CUCTEMBI.

5.6. [IpeeMCTBEHHOCTb U COBEPIIEHCTBOBAHUE

[IpenmonararoT IMOCTOSHHOE COBEPIICHCTBOBAHUE MEpP M CPEACTB 3aLIUTHI
uH(pOpMAIMM Ha OCHOBE MPEEMCTBEHHOCTH OPTraHM3alMOHHBIX U TEXHUYECKHUX
pelieHuii, KaapoBoro cocraBa, aHanmu3a ¢yakiuuonupoanus WCIIn u ee
CUCTEMBI 3alIUThl C y4YETOM HM3MEHEHHH B METOJAX M CpEeACTBaxX IepexsaTa
uHbOpMalliK, HOPMATHUBHBIX  TpeOOBaHUM MO  3alIWTe, JIOCTUTHYTOTO
OTE€YECTBEHHOI'O U 3apyOEKHOTO OIBbITA B 3TON 00JIaCTH.

5.7. IlepcoHanbHasi OTBETCTBEHHOCTD



[Ipenmonaraer BO3J0XKEHHUE OTBETCTBEHHOCTH 3a obOecreueHue 0e30MacHOCTH
[IIH u cucreMbl HX OOpPaOOTKM Ha KaXKIOTO COTPYIHHUKA B TIpelesax ero
MOJIHOMOYMA. B COOTBETCTBUM C 3TUM MPUHIUIIOM paclpejelieHue MpaB |
00s13aHHOCTEW COTPYAHUKOB CTPOUTCS TaKMM 00pa3oM, YTOOBI B Cllydae JH00O0ro
HapyLIEHUsI KPYT BUHOBHUKOB OBLJT YETKO U3BECTEH WM CBEJICH K MUHUMYMY.

5.8. IIpuHIMN MUHUMU3ALUY TOJTHOMOY U

O3HavaeT NpeAOCTaBICHUE IMOJIH30BATEISIM MHUHUMAIBHBIX IIpaB JOCTyHa B
COOTBETCTBHHU C TIPOU3BOJICTBEHHON HEOOXOUMOCTBIO, HA OCHOBE MPUHIIMIA «BCE,
YTO HE Pa3penICHO, 3aPEUICHO.

Joctym k [1/]H momkeH MpeaoCcTaBIiAThCs TOIBKO B TOM CiIy4dae U 00beMe, eCIH
ATO HEOOXOAMMO COTPYIHUKY JJISI BBITOJTHEHUS €T0 JOHKHOCTHBIX 00sI3aHHOCTEH.

5.9 B3aumoielicTBUE U COTPYJIHUYECTBO

[Ipeamonaraer co3manue ONaronpusiTHOM aTtMocdepbl B  KOJUIEKTHBAaX
noapazaeneHuii, odecrneunBarommx AesteabHocth UCIIn KOV «Hsaranckas
IIKOJIa — HHTEpPHAT g OOYy4YalolIMXCi C OrPAaHUYCHHBIMH BO3MOKHOCTSIMU
30POBbS», Uil CHUKECHUS BEPOSITHOCTH BO3HUKHOBEHUS HETaTUBHBIX JCUCTBUU
CBSI3aHHBIX C YEJIOBEYECKUM (PAKTOPOM.

B Takoii 00cCTaHOBKE COTPYJHUKH JOJKHBI ~OCO3HAHHO  COOJIIOAATH
YCTAHOBJIEHHBIE TMpaBWJIAa MW  OKa3blBaTh  COJICCTBHE B  JIESITEIBHOCTH
NO/Ipa3/IeICHUN TEXHUYECKOW 3alllUThl TH(POPMALIHH.

5.10. 'nObkoCTh CHCTEMBI 3aIUTHI NEPCOHATBHBIX JAHHBIX

[IpuHsATHIE MEPBHI U YCTAHOBIIEHHBIE CPEJICTBA 3aILUThI, OCOOEHHO B HAYaJbHBIM
NepUoJl WX OKCIUTyaTallud, MOTYT oOOecleurMBaThb KakK YpEe3MEpHbI, Tak U
HEJ0CTaTOYHBIA ypOBEHb 3aIUThI. /111 oOecrieueHust BO3MOKHOCTH BapbUPOBAHUS
YPOBHEM 3alIMILEHHOCTH, CPEACTBA 3alIUTHl JOJKHBI 00JalaTh OINpeaeseHHON
ruOKOCThI0. OCOOCHHO Ba)KHBIM 3TO CBOMCTBO SIBJISIETCS B TE€X cClydyasx, KOraa
YCTaHOBKY CpPEACTB 3allUThl HEOOXOJUMO OCYILECTBIATh Ha pabOTarolIyro
CUCTEMY, HE Hapyllas Mpoliecca ee HOpMaJIbHOTO (PYHKIIMOHUPOBAHUS.

5.11. OTKpBITOCTH AITOPUTMOB U MEXAHU3MOB 3aIIIUThHI

CyTb TIpUHITUIIA OTKPBITOCTH aJTOPUTMOB W MEXaHW3MOB 3alllUThI COCTOUT B
TOM, YTO 3alllUTa HE JOJDKHA OOECIEeUMBATHCS TOJBKO 3a CUET CEKPETHOCTU
CTPYKTYPHOW OpTaHHW3allid M aJIrOPUTMOB (YHKIIMOHUPOBAHHUS €€ ITOJCUCTEM.
3HaHWE aNTOPUTMOB PaOOTHI CHCTEMBI 3aIlUTHl HE JOJDKHO JaBaTh BO3MOKHOCTH
ee npeoaoJieHus (Haxxe aBropam). OgHaKo, 3TO HE O3HayaeT, YTo MHPopMalus o
KOHKPETHOM CHUCTEME 3alUThI 10KHA OBITH OOIIEOCTYITHA.

5.12. IIpocToTa NpuUMEHEHUsI CPEACTB 3aIUThHI

MexaHu3Mbl 3alUThl JOJKHBI OBITh WHTYUTHUBHO TIOHSTHBI M TIPOCTHI B
UCIIOb30BaHUU. [IprMeHeHne CpeACcTB 3alluThl HE JOJDKHO OBITH CBS3aHO CO
3HAHWEM CHEIUATBHBIX S3BIKOB WJIM C BBIMOJHEHUEM JCHCTBUN, TPEOYIOMUX
3HAYUTEIBHBIX  JOTMOJHUTENBHBIX  TPyAO3aTpar TMpu  OOBIYHOW  pabote



3apPErUCTPUPOBAHHBIX YCTAHOBJICHHBIM MOPSAKOM TMOJIB30BATENICH, a TAKXKE HE
JIOJDKHO TPeOOBATh OT IMOJIb30BATEINS BBHIOJIHEHHSI PYTUHHBIX MAJIOTIOHSTHBIX €MY
ornepanuii (BBOJ HECKOJIBKUX Maposiel U UMEH U T.1.).

JlolkHa JOCTHraTtbCsi aBTOMATH3AlMS MAKCHUMAJIbHOTO 4YHUCIA JEUCTBUUI
nojp3oBareneit u agMuHuctparopos MCITH.

5.13. Hayunast 000CHOBaHHOCTb U TEXHUYECKAs PeaTM3yeMOCTh

NudopmarmoHHpie TEXHOJOTUH, TEXHWUYECKHE U TPOTPAMMHBIC CPEICTBA,
CpeICcTBa W MEphl 3alUThl WH(GOPMAIMKA JIOJDKHBI OBITH pEaTn30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHSI HAYKM U TEXHUKH, HAyYHO OOOCHOBAHBI C TOUKHU
3peHUs TOCTHKCHHS 3aJJaHHOTO YPOBHsI 0€30macHOCTH WH(OPMAIUUA U JTOJDKHBI
COOTBETCTBOBAaTh YCTAHOBJICHHBIM HOpPMaM M TpeOOBaHUAM IO 0€30MacHOCTH
IT/1H.

C3I1[x nmomkHa OBITh OPUEHTHUPOBAHA HA PEIICHWS, BO3MOXKHBIE PHUCKU IS
KOTOPBIX M MEphl NPOTHBOJCHCTBUS ATUM pHUCKAM MPOLUUIM BCECTOPOHHIOIO
TEOPETUYECKYIO U IPAKTUUECKYIO ITPOBEPKY.

5.14. Cnenmanuzanus 1 npodeccuoHaIn3M

[Ipeanonaraer npuBieueHUE K pa3pabOTKE CPEJICTB U peaTn3allii MEpP 3aIUThI
uH(pOpMAIUU CIIENUATU3UPOBAHHBIX OpraHu3aluid, Haudoyee MOATOTOBICHHBIX K
KOHKPETHOMY BHAY JEATENbHOCTU 10 oO0ecneuenuto Oe3zonacHoctu [1/]H,
MMEIOIIUX OMBIT MPAKTUUECKON pabOThl U FOCY/IapPCTBEHHYIO JUIEH3UIO HA MPABO
OKazaHus ycIyr B JToW oOnactu. Peanuzanusi aaMUHUCTPATUBHBIX MeEp U
AKCIUTyaTalMsl CPEJCTB 3alllUThl JOJDKHA OCYIIECTBIATHCS MPOdeCCUOHATBHO
noAroToBiaeHHbIMU crnienuanuctaMu KOY «Hsranckas mikojia — WHTEpHAT IJIst
00y4aromuxcsi C OrpaHUYEHHBIMU BO3MOKHOCTSIMU 3I0POBbSI.

5.15. O6s3aTeNbHOCTH KOHTPOJIS

[Tpenmosiaraer 00sS3aTEHPHOCTh U CBOSBPEMEHHOCTh BBISBICHHUS M TPECCUCHHS
TIOTIBITOK HapyIICHUS YCTAaHOBJICHHBIX MpaBuil obecriedeHusi OezonacHoctu [1J[H
Ha OCHOBE WUCIOJB3YEMBIX CHCTEM W CPEJACTB 3alllUThl HH(QOpPMAIMH TPU
COBEPIIICHCTBOBAHWN KPUTEPHEB U METOJIOB OIEHKU 3(PPEKTUBHOCTH ITUX CHUCTEM
Y CPEJICTB.

KoHTponb 3a JeATeNbHOCTBIO JFOOOr0 IMOJIb30BATENsl, KaXKJIOTO CpPEACTBa
3alIUThl U1 B OTHOIICHUHU JIIOOOTO OOBEKTa 3alUThl JOJDKEH OCYIISCTBIATHCS Ha
OCHOBE TPUMEHEHHS CPEJCTB OMEPATUBHOIO KOHTPOJIS M PErHCTPAIlMK M JOJIKCH
OXBaTbhIBaTh KaK HECAHKIMOHUPOBAHHBIC, TAK M CAHKIMOHUPOBAHHBIC ICHCTBHS
T0JIb30BATEIICH.

6. Mepsbl, MeTOABI M cpeacTBa o0ecredyeHMss TpPedyeMOro ypOBHS
3aIUIIEHHOCTH.

Obecnieuenre TpeOyeMOTro ypOBHS 3allIUIEHHOCTH JTOJDKHOCTH JTIOCTUTATHCS C
UCTIOJIb30BAaHUEM Mep, METO/IOB U CpeACTB Oe3onacHoCcTU. Bee Mephl obecrieueHus
oe3zonacnoctu MCIIJIn noapasnenstorcs Ha:



- 3aKOHO/IaTeJIbHbIE (ITPABOBBIE);

- MOPaJIbHO-ITUYECKUE;

- OpraHu3alMoHHbIC (AAMUHUCTPATUBHBIC);

- puszuIeckue;

- TEXHUYECKHUe (anmnapaTHble U IPOrpaMMHbIE).

[lepeuenn BhIOpaHHBIX Mep oOecriedeHHsi 0e30MacHOCTU oTpaxkaercs B Ilmane
MEPOTIPUATUN 110 00ECIIEYEHUIO 3aAIIUTHI IEPCOHATBHBIX JAHHBIX.

6.1 3akoHOaTeNbHBIE (ITPABOBBIC) MEPHI 3AIUTHI.

K npaBoBbsIM MepaM 3alIUTHl OTHOCSTCS ACMCTBYIOLINE B CTPAHE 3aKOHBI, YKa3bl
U HOpPMaTHBHBIE akKThl, perjJaMeHTUpylue npaswia ooOpamenus ¢ [1/H,
3aKpEIUISIONINE MpaBa U 00s13aHHOCTH YYaCTHUKOB WH()OPMALIMOHHBIX OTHOIICHUHN
B Ipouecce ee OOpabOTKM M HCIONb30BAaHUA, a TAaKXKE YCTaHABIMBAIOLIUE
OTBETCTBEHHOCTh 3a HapyUIEHUs 3TUX TMpaBWi, MPEMSITCTBYS TEM CaMbIM
HENpPaBOMEpPHOMY ucnojib3oBaHuto [IJ[H U  sBisAOIIMECS  CAEPKUBAIOLIUM
(akTOpoM /17151 HOTEHIIUAIBHBIX HAPYIIUTENCH.

[IpaBoBble ~ Mepbl  3alUTBl  HOCAT B OCHOBHOM  YIIPEXJIAIOIIUH,
npoUIaAKTHYECKUM XapaKTep U TPEOYIOT OCTOSTHHON Pa3bsICHUTEIbHONU paboThI C
M0JIb30BATEISIMU U 00CITYKUBAIOLIUM IIEPCOHAIOM CHCTEMBI.

6.2 MopabHO-3THYECKNE MEPHI 3AIINTBHI.

K MopanbHO-3THYECKMM MepaM OTHOCSTCS HOPMBI TOBEIEHHS, KOTOpHIE
TPAJULIOHHO CJIOXKWJIVCh WM CKJIAABIBAIOTCS 10 Mepe pacnpocTpaHeHuss OBM B
CTpaHe WM oOOmEecTBe. OTHU HOPMBI OOJBIIEH YaCThIO HE  SABISIOTCS
00s3aTeNbHBIMHA, KAaK 3aKOHOJATENbHO YTBEPKICHHbIE HOPMATHUBHBIE aKTHI,
OJIHAKO, WX HECOOJIIOJICHHE BEAET OOBIMHO K MAJCHUIO aBTOPUTETA, MPECTHXKA
YeJI0BeKa, TPYIIIbI JIMI WA OpraHu3anui. MopaabHO-3THUYECKHE HOPMbI ObIBAIOT
KaK HemucaHble (HanmpuMmep, OOIIenpru3HaHHble HOPMbl YECTHOCTH, TATPUOTU3MA U
T.I.), TaK U MHCaHbIE, TO €CThb O(OPMIICHHbIE B HEKOTOPBIM CBOJ (YCTaB) MpaBuil
WJIY TIPEANUCAHNM.

MopanbHO-3TUYECKHE MEphl 3allUThl SABJISIOTCA MNPOPUIAKTHYECKUMH U
TpeOyIOT MOCTOSIHHOM pabOThl MO CO3/IaHUIO 3JI0POBOTO MOPAJIBHOTO KJIMMAara B
KOJUIEKTUBAx MojApa3ieaeHuil. MOpalbHO-ITUYECKUE MEphl 3allUThl CHUXAIOT
BEPOSITHOCTh BO3HUKHOBEHMSI HETATUBHBIX JACHCTBUM CBSI3aHHBIX C YEJIOBEUECKUM
baxkTopoOM.

6.3 Opranu3aioHHble (aIMUHUCTPATUBHbBIE) MEPHI 3ALUTHI.

OpranuzaiMoHuble  (aAMUHUCTPATUBHBIE) MEphl 3allUTBl - 3TO  MEpHI
OpraHu3alMOHHOTO XapakTepa, periiaMeHTHPYIOUIIe IPOLIECCHI
dbynakuuonuposanus MCII/In, ncnons3oBanne pecypcoB MCII/IH, nesTeabHOCTH
00CITy>KMBAIOIIETO MEepPCOHaa, a TaKKe MOPSAOK B3aUMOJECHCTBUS MOJIb30BaTeNeH
¢ UCII[n Takum oOpa3om, 4TOObI B HauOOJBIICH CTENEHU 3aTPyIHUTH WIIH
UCKJIIOYUTHh BO3MOXXHOCTh peal3allii yrpo3 0e30MacHOCTH WM CHU3UTh pa3Mep
NOTEPH B CITy4ae UX peaju3alyi.



['maBHass 1elb aJAMUHUCTPATUBHBIX Mep, NPEANPUHUMAEMBIX Ha BBICIIEM
yIOpaBJIeHYeCKOM ypoBHe — cdopmupoBaTh llonmutuky uHbOpMaIMOHHON
oeszomacHoctu IIJIH (oTpakaroIllyr0 TOAXOJAb K 3amuTe HWHQopMamuu) u
00€eCIeyuTh €€ BBINOJIHEHHUE, BBIJCISAS HEOOXOJUMBIE PECypChbl M KOHTPOJHUPYS
COCTOSIHUE JE.

Peamuzanust Ilonutuku wmHpopmarmonHoit Oe3omacHoctn [1[ln B UCII/H
COCTOSIT U3 MEp aIMUHUCTPATUBHOTO YPOBHS U OPTraHU3AIMOHHBIX (ITPOLIETYPHBIX )
Mep 3aIuThl HHOPMALIUH.

K agMuHuUCTpaTHBHOMY YpPOBHIO  OTHOCATCS  PEHIEHHS PYKOBOJCTBA,
3arparuBaromue aeareabHocTs UCITH B nenoM. OTH pelieHns 3aKpervistoTes B
[Tonutuke mHpOpMaMOHHON Oe3omacHOCTH. [IpuMepoM Takux pemieHH MOTYT
OBITh:

- MPUHATHE pEHeHUs O (POPMUPOBAHUM WA MEPECMOTPE KOMILIEKCHOU
nporpaMMmel ooecrieueHust 6ezonacuoctu [1/1H, onpeneneHre OTBETCTBEHHBIX 3a €€
peanu3anuio;

- (dopMmynIupoBaHHE IIeJeil, TOCTAaHOBKA 3ajad, OIpe/AesieHHe HampaBJICHUN
JeSTeIbHOCTH B 00s1acTi Oe3onacHoctu I1]1H;

- MPUHATHAE PEIICHUH MO0 BOMpPOCaM pealih3alliu MporpaMMbl OE30MacHOCTH,
KOTOpbIe paccMmaTpuBaroTcsl Ha ypoBHe KOV «Hsranckas mikona — UHTEpHAT s
OOy4YaroNIMXCcs ¢ OTPAaHUYECHHBIMHU BO3MOXKHOCTSIMU 3/I0POBBS» B IIEJIOM;

- o0ecreueHre HOpMaTUBHOM (ITPaBOBOI) Oa3bl BOMIPOCOB O€30MACHOCTHU U T.II.

[lonuTHka BEpXHErO0 YPOBHS JOJDKHA YETKO OYEepTUTh cdepy BIUSHHS H
OTpaHUYCHHUsSI TIpU OmpezeeHuu 1ene 6ezonacHoctu I1/[H, onpeaenuTs KakuMu
pecypcamu (MarepualibHble, TEpPCOHAT) OHM OYAYT JOCTUTHYTHI M HaWTH
pa3yMHBII KOMIIPOMHCC MEXIy HIpPHEMIIEMbIM YpOBHEM O€30MacHOCTH U
¢dbynkunonansHoCThI0 UCIT/H.

Ha opraHu3allMOHHOM ypOBHE OIpPEIETSAIOTCS NPOLEAYpbl U  IpaBuiia
JOCTIDKEHUSI 11esiel u pemenus 3aaa4 [lomutuku nadopmanmonHoit 6€30macHOCTH
[1I1. DT npaBuiIa onpenesstoT:

- KakoBa 00J1acTh MMpUMEHEHUs moMTUKU 6e3omacHoctu [1/1H;

- KaKOBBI POJIK U 00SI3aHHOCTHU JIOJDKHOCTHBIX JIHII, OTBEUAIOIIINE 32 TTPOBEICHUE
noyuTuku 6e3omacHoct [1/1H, a Tak ke UX yCTaHOBUTHh OTBETCTBEHHOCTD;

- KTO uMeeT Mpasa pocryna  [1/1H;

- KaKUMHU ME€paMH U cpeJicTBaMu obecrieunBaetcs 3amura [1]1H;

- KAaKUMU MEpaMH U CPEJICTBAMH 00eCleurnBaeTCsi KOHTPOJIb 32 COOJIIOJIEHUEM
BBEJICHHOT'O peX1Ma 0€30MacHOCTH.

OpraHu3aliMoOHHbIE MEPBI JOJIKHBI:

- MIpeyCMaTpUBaTh PEerjJaMeHT UH(POPMAIIMOHHBIX OTHOLIEHUH, UCKITIOYAOIIUX
BO3MOKHOCTh HECAHKLIMOHUPOBAHHBIX ACHCTBUI B OTHOLIEHUU OOBEKTOB 3aIUTHI;

- OMNpENEeNsATh KOAIMIMOHHBIE W UEpapXUUECKUE TMPUHLMUIBI H METOJbI
pasrpanunueHus nocryna K I1/1x;

- ONpeNeNsaTh MOPSAOK paboThl € MTPOrpaMMHO-MATEMATHUYECKUMHU |
TEXHUYECKUMHU (ammapaTHbIE) CPEACTBAMHU 3alIUTHl U KPUIITO3AIIUTHI U APYTUX
3aIUTHBIX MEXaHU3MOB;



- opranusoBaTh Mepbl npotuBoaeiictBus HCJ[ monwp3oBaTensiMu Ha 3Tamax
ayTeHTU(PUKALUK, aBTOPU3AIUHU, UJICHTU(DUKAIUU, OOCCIEUYUBAIOIUX TapaHTHH
peanu3aluy MpaB U OTBETCTBEHHOCTH CYOBbEKTOB MH(DOPMAIMOHHBIX OTHOIICHHH.

B opranuzanuoHHbIE MEPBI IOTKHBI COCTOSITh U3:

- persiamenTa nocrymna B nomenienust UCII/H;

- TOpSNOK JOIMycKa COTPYOHHUKOB K wucnoib3oBaHuio pecypcoB HCII/Ix
MBOYCOII Ne 56;

- periamMeHTa MpoleccoB BeACHUs 0a3 JaHHBIX U OCYIIECTBICHUS MOAUDUKAIIIH
UH(GOPMAIIMOHHBIX PECYPCOB;

- periiaMeHTa MpPOIECCOB OOCIY)XMBaHHS U OCYIIECTBICHUS MOAU(PHUKAIIH
annapaTHbIX U nmporpaMMHbIX pecypcoB UCIIH;

- wuHcTpykumii  mosbe3oBatened  MCII/In  (agpmunuctparopa  WCIIH,
aaMuHUCTpatopa 6e3zonacHoctu, oneparopa UCII/H);

- HHCTPYKI U MMOJIb30BaTENS TP BOSHUKHOBEHUY BHEIITATHBIX CUTYALIAM.

6.4. ®u3nUeCcKUe MEPHI 3aIIUTHI.

@u3nueckue Mepbl 3allldThl OCHOBAaHBI HAa MPUMEHEHUM Pa3HOro poja
MEXaHUYECKUX, DOJIEKTPO- WJIM DBJIEKTPOHHO-MEXaHMYECKUX YCTPOHCTB U
COOPY)KEHUM, CHEIUaIbHO TMpeAHA3HAYEHHBIX IS CO3JaHus  (DU3UYECKUX
MPENATCTBUNA Ha BO3MOXKHBIX MYTSIX MPOHUKHOBEHUS M JOCTYyNa MOTECHIHAIbHBIX
HapyIIUTENeH K KOMIOHEHTAM CHUCTEMbI M 3aluIaeMoi MH(OpMAIH, a Takke
TEXHUUYECKUX CPEJICTB BU3YaJbHOrO HAOJIOJCHUS, CBA3W W  OXPaHHOU
CUTHAJIU3ALINH.

dusnyeckass  3amuTa  3aHUN, TOMENIeHUuM, OOBEKTOB U  CPEACTB
uHpopMaTU3auu TOJKHA OCYILIECTBIISTHCSA nyTeM YCTaHOBJICHUS
COOTBETCTBYIOIIMX TMOCTOB OXPaHbI, C MOMOIIBI TEXHUYECKUX CPEICTB OXPaHbI
WM JIOOBIMH JPYTUMHU CIIOCOO0AMH, MPEIOTBPAIIAIONIUMU WU CYIIECTBEHHO
3aTPYJHSAIONIMMUA MPOHUKHOBEHUE B 3/aHUE, MOMENIEHUS IOCTOPOHHHUX JIUII,
XUIIeHHEe WHOOPMAIMOHHBIX HOCHUTENEeH, caMuX CpeacTB uHGOpMaTH3aIlUU,
UCKITIOYAIOIIMMH  HAaXOXKJICHHE BHYTPU KOHTPOJUPYEeMOW (OoXpaHseMOi) 30HbBI
TEXHUYECKUX CPEJICTB PA3BEIKHU.

6.5. AnmapaTHO-TIpOTpaMMHBIE CPEJICTBA 3AIUTHI IEPCOHAIBHBIX JIAHHBIX.

Texnuueckue (anmapaTHO-IPOrpaMMHBIE) MEphl  3alUThl OCHOBAaHbI Ha
WCIIOJIb30BaHUN PA3JIMYHBIX AJIEKTPOHHBIX YCTPOMCTB U CHEIUAIBHBIX MPOTPaAMM,
Bxosuux B coctaB MCII/IH 1 BBIMOJHSIONUX (CAMOCTOSITETLHO U B KOMIUIEKCE
C IPYTUMH CpeJcTBaMH) (PYHKIIUU 3aIUThl (MACHTU(MUKAIUIO U ayTeHTU(HUKAIIUIO
MOJIb30BaTeNICH, pa3rpaHUYEHUE JOCTyINa K pecypcaM, PErHCTPAlMi0 COOBITHH,
Kpunrorpaduueckoe 3aKpbiTie nHpOpMauu u T.1.).

C yueroM Bcex TpeOoBaHUM M MPUHIIMIIOB oOecrieueHust 6ezonacuoctu [1JIH B
NCII/In mo BceM HaMpaBiCHUSIM 3AIIUTHI B COCTaB CHUCTEMBI 3AIUTHI JOJLKHBI
OBITH BKJTFOUCHBI CIICAYIONINE CPEICTBA:

- cpenctBa  uaeHTuukanuu  (OMO3HABAHWS) M AyTCHTH(UKAIMH
(moaTBepkaeHUs MOATMHHOCTH) noJib3oBateneit UCIIH;



- CpEeACTBa pasrpaHUYEHHs] JOCTyIa 3aperMCTPUPOBAHHBIX IOJIb30BaTENIECH
cucremsl K pecypcam UCII/IH;

- cpeiacTBa OOeCHeYeHHs] W KOHTPOJS 1EJOCTHOCTH MPOTpaMMHBIX U
MH(OPMAIMOHHBIX PECYPCOB;

- CpEe/ICTBA ONEPATUBHOIO KOHTPOJIS U PETUCTPALIMU COOBITUI OE30IaCHOCTH;

- Kpunrorpaduueckue cpencrna 3amurtol [1J1H.

VYcrneuiHoe MNpPUMEHEHUWE TEXHUYECKUX CPEACTB 3allUThl HAa OCHOBAHHUU
OPUHIMIOOB (pa3fen 5) NpeanosiaraeT, 4To BBINOJIHEHUE MEPEUYHMCICHHBIX HUXKE
TpeOOBaHMI 00ECTIEYCHO OPTraHW3AIlMOHHBIMU (aAMUHUCTPATHBHBIMK) MEPAMH H
UCIIOJIb3YeMbIMU (DU3MUECKUMU CPEJICTBAMU 3AIUTHI:

- obecnieueHa usnyeckas 1meaocTHOCTh Bcex koMmmoHeHT UCTI/IH;

- Kaxabld  corpyaHuk  (momb3oBarens — MCII[lH) wunu  rpynma
M0JIb30BATENIE MMEET YHUKAIbHOE CUCTEMHOE UMl 1 MUHUMAJIbHO HEOOXOIUMBbIE
JUISL BBITIOJIHEHUS UM CBOMX (YHKIMOHAIBHBIX OOSI3aHHOCTEH MOJHOMOYHMS TIO
JIOCTYITy K PeECypcaM CUCTEMBI,

- B UCII/[In pa3paboTka U OTiajKa MporpaMM OCYIIECTBIISIETCS 3a MpejesiaMu
MCIIIH, HA HCTIBITATENBHBIX CTCH/IAX;

- BCE HU3MEHEHHUS KOH(UTypalMy TEXHUYECKHX U TMPOTPAMMHBIX CPEJCTB
NUCTIIH mpou3BOASTCS CTPOTO YCTAHOBJICHHBIM TOPSIKOM (PETUCTPUPYIOTCA U
KOHTPOJIUPYIOTCSI)  TOJBKO HAa OCHOBAaHUM  PACIOPSDKEHHM  PYKOBOJICTBA
MBOYCOILI Ne 56;

- ceTeBoe 000pyIoBaHKE (KOHUEHTPATOPbl, KOMMYTATOPbI, MApUIPYTU3ATOPHI U
T.I.) pacrnoJjlaraeTcsi B MeCTax, HEIOCTYMHBIX JJIsl MOCTOPOHHUX (CIEUUaIbHBIX
MOMEIIEHUsIX, Kadax, v T.I1.).

- cneunamuctamMu KOY «Hsranckas mkona — MHTEpHAT A 00y4aroUuxcs C
OTPaHUYECHHBIMA BO3MOXXHOCTSMH 3JI0POBbS» OCYIIECTBIISIETCS HEMPEPHIBHOE
yOpaBJIeHHE W aJMUHUCTPATUBHAS TMOJJIEPKKA (PYHKIIMOHUPOBAHUS CPEJICTB
3aIUTHI.

7. Koutposb 3¢PeKTUBHOCTH CHCTEMbl 3alUUTbI HH(OPMAIMOHHON
CHCTEMbI MEPCOHAJBbHBIX TAHHBIX.

KonTtpons 3¢ (HEeKTUBHOCTH C3I1u JOJIKEH OCYILECTBIISIETCS
Ha Tnepuoanueckod ocHoBe. llenbto KOHTpods A(PPeKTUBHOCTU SABISETCA
CBOEBPEMEHHOE  BBIABJICHHUE HEHAJICKAIUX pexumoB  padborel  C3II1n
(OTKIIIOUEHHE CpEICTB 3aIUThI, HapyIIeHue PEKUMOB 3aIUTHI,
HECAHKIIMOHUPOBAHHOEC M3MEHEHHE peXKUMa 3aluThl M T.I.), a TakK
MPOTHO3UPOBAaHWE U TPEBEHTUBHOE pEAardpoOBaHUE Ha HOBBIE  yTIPO3bI
oe3onacuoctu [1JIH.

KoHTposb MOXKeT MpOBOUTHCS Kak agMuHucTpaTopamu 6ezonacuoctu UCIIIH
(omepaTUBHBIN KOHTPOJbL B MpoIlecce HHPOPMAIMOHHOTO B3aMMOJICHCTBUS B
NCII[dH), Tak ¥W TOpUBIECKAEMbIMU [JIsI OTOH UEIM  KOMIETEHTHBIMU
OpraHu3alysIMHU, WMEIOIMMH JUIEH3UI0 Ha 3TOT BUJ JEATECIBHOCTH, a TaKXkKe
OCTIK Poccuun u ®Cb Poccun B nipefienax ux KOMIETEHIIUH.



KoHTponb MOXET OCYIIECTBIATHCA AAMHHHCTPATOPOM O€30MAaCHOCTH Kak C
MIOMOIIBI0 IITAaTHBIX CPEACTB cucTeMbl 3amuThl [[/[H, Tak W ¢ DOMONIBIO
CIEHHUAIIBHBIX TPOTPAMMHBIX CPEACTB KOHTPOJIS.

Onenka sddextuBHOCTH Mep 3amuThl [IJIH MpoBOIUTCA € UCMOJIB30BAHUEM
TEXHUYECKUX W MPOTPAMMHBIX CPEACTB KOHTPOJS HAa MPEAMET COOTBETCTBHUSA
YCTaHOBJICHHBIM TPEOOBAHUSIM.

8. Cdepbl 0TBETCTBEHHOCTH 32 0€30MACHOCTH MEPCOHAJbHBIX JAHHBIX.

OTBeTCTBEHHBIM 3a pa3pabOTKy Mep M KOHTPOJb Haa o0OecledeHueM
0€30MacHOCTH NEPCOHANBHBIX JaHHBIX sABJseTcs pykoBoauTenb KOV «Hsranckas
IIKOJIAa — HWHTEPHAT Mg OOy4YalolUXCid C OTPAaHMYCHHBIMH BO3MOXKHOCTSIMU
30pPOBbs». PyKOBOAWUTENb MOXKET JIeJIETUPOBaTh YacTh IOJHOMOYHMH 1O
oOecrieyeHun o 0€30MaCHOCTH MEPCOHATBHBIX JaHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOJUTENS BKIIOUYAET CIICIYIONINE HAMpaBICHUSA
obecnieueHus 6ezomnacHoctu [11H:

- [InanupoBanue u peanuzaius Mep 1o odecredeHuto 6ezonacHoctu [1J1H;

- Ananu3s yrpo3 6e3omnacHoctu [1]1H;

- Pazpabotky, BHeIpeHUE, KOHTPOJIb MCIOJHEHUS U TOJJACpKAHUE B
aKTyaJJbHOM COCTOSIHUM TIOJIUTHK, PYKOBOJACTB, KOHILIENIUN, MPOLEAYP,
pEerIaMeHTOB, HWHCTPYKLUMH U JAPYrMX OpPraHU3allMOHHBIX JIOKYMEHTOB TIO
oOecreueHno 0E30MacCHOCTH,

- KonTtpouns 3ammmennoctu UT undpactpykrypst ot yrpo3 Ub;

- OOyuenue u undpopmupoBanue noiaszopareneit UCII/IH, o mopsake paboThI ¢
[1/IH 1 cpencTBamu 3allUTHL;

- IlpenoTBpailieHue, BBISBICHUE, pEarupOBaHUE M pacCieIOBaHUE HapYIICHUM
oe3onacuoctu [1J1H.

[Ipy B3aUMOJEHCTBUU CO CTOPOHHMMH OpPTraHU3ALMSIMU B CIydasX, KoOTrla
COTPYIHHUKAM ITHX OpPTaHU3AIMKA MPEAOCTaBIACTCS TOCTYI K OOBEKTaM 3allUTHI
(pazmen 3), ¢ TUMHU OpraHMU3aIUsIMU JODKHO ObITh 3aKimoueHo «CorjamieHue o
KoH(uaeHnuanpHocTHy, 1Moo  «CormameHue O  COOMIOJEHUH  pexUMa
oe3onacuoctu [1JIn npu BeimonHeHun padotr B MCII/Ia». [ToaroroBka THUITOBBIX
BAPUAHTOB ATHUX COTJIAIIEHUN OCYIIECTBISIETCS COBMECTHO C topuctoM IIkoibl -
WHTEpHATA.

9. Moaenb HapymuTeJisi 0e301MacHOCTH.

[Ton napymurenem B KOV «Hsiranckas mkojia — MHTEpHAT JIsl 00y4arOIIMXCsl C
OTPAHUYEHHBIMU BO3MOXHOCTSMHU 3I0POBbSI» TOHUMAETCS JIUIO, KOTOPOE B
pe3yNbTaTe YMBINUICHHBIX WM HEYMBIIUICHHBIX ACHCTBUN MOXET HaHECTH yIiepo
oOBeKTaMm 3ammThl (pazmen 3).

Hapymmwmrenu noapaszaenstorest no npusHaky npunamiexknoctd Kk UCITIH. Bee
HApPYLIUTEIH AENSATCA Ha ABE TPYNIIbL:



BHEIITHWE HAPYIIUTENN — (U3UYECKUE JIUIA, He UMEIOIIMEe MpaBa MpeObIBaHUS
Ha TEPPUTOPUHM KOHTPOJHUPYEMOM 30HBI, B IMpeaeiaax KOTOPOM pa3MenlaeTcs
obopynoBanue UCII/H;

BHYTPEHHHE HAPYIIUTETU — (PU3UYECKUE JIUIA, UMEIOIIME TIPABO MPEObIBAHUS
Ha TEPPUTOPUHM KOHTPOJHUPYEMOM 30HBI, B IMpeaeiaax KOTOPOM pa3MenlaeTcs
obopynosanue UCII/IH.

Knaccudukanusa napymuTeneil npeacrasieHa B Mojenu yrpo3 0€30MacHOCTH
MepCcOoHaNbHBIX aHHbIX Kaxou UCII/H.

10. Moaean yrpo3 6€30acHOCTH.

Hnsa UCIIun KOY «Hsranckas mkona — WHTEpHAT JUisi OOyYarolmMXcsl C
OTPaHUYEHHBIMU BO3MOKHOCTSIMU 30POBBSD> BBIICIISIOTCS CIEAYIOLIME OCHOBHBIE
KaTeropuu yrpo3 0€30MacHOCTH MEPCOHATBHBIX JAHHBIX:

1) Yrpo3bl OT yTeUKH MO0 TEXHUYECKUM KaHaJIaM.

2) Yrpo3bl HECaHKIITMOHUPOBAHHOTO J0CTYyNa K HH(OpMAITUH:

Yrpo3bl yHUUTOXEHUs, xulleHusa anmapatHbeix cpeactB MCII[IH HocuTeneit
uHdopmaruu nyrem gusznyeckoro goctymna k snementam UCIIH.

YTrpo3bl XUIIeHHs, HECAHKIIMOHUPOBAHHON MOAUGDUKAIIMKY WA OJIOKUPOBAHUS
uH(popmanuu 3a cueT HecaHKuuoHupoBaHHoro jaocryna (HCJ/) ¢ npumeHeHnem
MpOorpaMMHO-aNmnapaTHbIX U MPOTPAaMMHBIX CPEACTB (B TOM YHCIIE MPOTPaMMHO-
MaTeMaTHYECKUX BO3JACHCTBHI).

Yrpo3sl HE TMpPeIHAMEPEHHBIX JEUCTBUM TMOJB30BATENIE W HApYIICHUN
oe3onacnoctu pyukimonuponanust UCIIIn u C3I1/IH B ee coctaBe u3-3a cOOEB B
MpOrpaMMHOM OOECIIEUeHUH, a TakKe OT YIrpo3 HEaHTPONOreHHoro (cOoes
anmapatypbl U3-3a HEHAJEKHOCTH DJIEMEHTOB, COOEB JJICKTPOIUTAHUS) W
CTUXMIHOTO (yIapOB MOJIHUM, TTO’KapOB, HABOJAHEHUM U T.I1.) XapakTepa.

YTpo3bl peIHAMEPEHHBIX IEUCTBUN BHYTPEHHUX HAPYLIUTEIIEH.

YTrpo3bl HECAHKIIMOHUPOBAHHOI'O JOCTYIA 10 KaHAJIAM CBSI3H.

Onucanue yrpo3, BEpOSTHOCTh HMX peaU3alldH, OMACHOCTh U aKTyaJbHOCTb

npeacTaBieHbl B Mojenu yrpo3 0€30MmacHOCTH MEePCOHANBHBIX JaHHBIX KaXKIION
NCIIdn.

11. Mexanu3m peanusanun Konuenuuu.

Peanmszanus Konnenum 10mKHA OCYIIECTBISTHCS Ha OCHOBE MEPCIIEKTHBHBIX
IPOrpaMM U TIAHOB, KOTOPHIE COCTABIISIOTCS HA OCHOBAHWH M BO UCTIOJTHEHHE:

- (QenepanbHbIX 3aKOHOB B o0Omactu oOecnedeHus: HUHOOPMAIMOHHOU
0€30MacHOCTH U 3aIUThl HHOPMALIHH;

- moctanoByieHui [IpaBurenscTBa Pocculickon denepanuu;

- PYKOBOJSLIMX, OPraHU3alMOHHO-PACMOPATUTENIBHBIX M  METOAMYECKUX
nokymenToB ®CTIK Poccuu;

- morpebnoctert MCII[In B cpeactBax oOecrmedeHus: 0O€30IaCHOCTH
uHbOpMaInu.



12. Osxxupaemslii 3p¢exT ot peannzanuu Konuenuuu.

Peanuzamnusa Konneniun 6e3omacaoctu [1/1a 8 UCITIH mo3BoiwuT:

- OuUeHUTh coctosHue Oe3omacHoctd wuHMopMauuu WCIIJIH, BBIABUTH
WCTOYHUKM BHYTPEHHHMX M BHEIIHMX Yrpo3 HHGOpPMAIMOHHON 0€30MacHOCTH,
ONpPEACIUTh TPUOPUTETHHIC HAMPABICHUS TPEAOTBPAIICHUSA, OTPAXKECHUS U
HEUTpaIu3auu 3TUX Yyrpo3s;

- pa3paboTarh pacrnopsAUTEIbHbIE U HOPMATUBHO-METOAUYECKHE JIOKYMEHTHI
npumenutenbHo K UCIH;

- mpoBecTu Kiaccudukanuio u cepruduxanmio MCI1H;

- TMPOBECTH OPraHU3AIMOHHO-PEKUMHBIE M TEXHUYECKUE MEPOIPHUSATHUS IO
obecneuenuto 6e3onacHoctu I1/{n B UCII/IH;

- o0ecrneunTh HEOOXOAUMBIN YPOBEHBb 0€30MaCHOCTH 0OBEKTOB 3aIUTHI.

Ocy1iecTBIEHHUE ITUX MEPONPUATHI 00ECIIEUUT CO3/IaHUE €IUHOM, IETTOCTHON 1
CKOOPJAMHUPOBAaHHON cucTeMbl wuHpopMmanmonHon Oe3zonmacHoctu HCII[n u
CO3J1aCT YCJIOBUS I €€ JAJIbHEUIIETO COBEPIIEHCTBOBAHUSL.

Ilepeyennb 0003HAYEHNIT U COKPALIEHNH, HCII0JIb3yeMbIX B KoHuenmuu
HHGpOPMALMOHHO 0€30I1aCHOCTH MH(OPMANUOHHBIX CHCTEM MEPCOHAIbHBIX
nanHbiXx KOY «Hsaranckasi mxkoJia — MHTEPHAT JJI51 00y4aommXxcs ¢
OrpaHUYEHHBIMH BO3MOKHOCTSIMH 310POBbSD):

ABC — aHTHBUPYCHBIE CPEICTBA

APM — aBTOMaTHU3MpOBaHHOE paboyee MECTO

BTCC — BcnomorarenbHble TEXHUYECKUE CPEACTBA U CUCTEMBI
UCIHAn — napopmalinoHHas cuctemMa nepcoHalbHBIX JaHHBIX
K3 — xoHTponupyemas 30Ha

JIBC — nokanbHasi BBIYUCIUTENbHAS CETh

M3 — MexceTeBOo# IKpaH

HC/I — HeCaHKIIMOHUPOBAHHBIN JOCTYTI

OC - onepanoHHas cucrema

II/IH — nepcoHaIbHbIE TaHHBIE

IIMB — nporpaMMHO-MaTEMATUYECKOE BO3ICHCTBUE

IO — nporpammHoe oOecrieueHue

IIOMMUH — noGoyHbIE 3MEKTPOMArHUTHBIE U3TYyYEHUS U HABOJKU
CA3 - cucreMa aHaim3a 3alIAIIEHHOCTH

C3M — cpencta 3aUThl HHOOPMAUU

C3I1In — cuctema (mocucTeMa) 3allUThl NEPCOHATBHBIX JAHHBIX
COB — cuctema 0OHapyEHUs BTOPKEHUIM

TKYMU — texanueckne KaHajabl yTeUKU HHHOPMAITHH

YBIIIH — yrpo3bl 6€30macHOCTH TTEPCOHATBHBIX TAHHBIX
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